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DEPARTMENT  OF  JUSTICE 
Attorney  General 
28  CFR  Part  17 
(Order  No.  920-60] 

Regulations  Implementing  Executive 
Order  12065,  “National  Security 
Information” 

agency:  Department  of  Justice. 

ACTION:  Final  rule. 

summary:  This  Order  revises  Part  17  of 
Title  28,  Code  of  Federal  Regulations,  to 
update  the  seciu’ity  regulations  of  the 
Department  of  Justice  so  that  they 
reflect  provisions  of  Executive  Order 
12065,  entitled  “National  Security 
Information,”  and  the  Information 
Security  Oversight  Office’s 
Implementing  Directive  to  E.0. 12065. 
Both  the  order  and  the  directive  became 
effective  on  December  1, 1978.  They 
replaced  Executive  Order  11652  and  its 
implementing  directive.  Since  Executive 
Order  12065  and  its  implementing 
directive  made  numerous  substantive 
changes  in  the  system  of  classiBcation. 
declassiHcation  and  downgrading  of 
National  Security  Information,  a 
complete  revision  of  the  Department’s 
document  security  regulations,  as 
contained  in  Part  17  of  Title  28,  Code  of 
Federal  Regulations,  became  necessary. 
EFFECTIVE  DATE:  December  10, 1980. 

FOR  FURTHER  INFORMATION  CONTACT: 
Kevin  D.  Rooney,  Assistant  Attorney 
General  for  Administration,  Department 
of  Justice,  Washington,  D.C.  20530  (202- 
633-3101J. 

By  virtue  of  the  authority  vested  in  me 
by  E.0. 12065,  5  U.S.C.  301,  28  U.S.C.  509, 
510,  Part  17  of  Title  28,  Code  of  Federal 
Regulations  is  revised  to  read  as  set 
forth  below. 


PART  17— REGULATIONS 
IMPLEMENTING  EXECUTIVE  ORDER 
12065,  “NATIONAL  SECURITY 
INFORMATION” 

Subpart  A — General  Provisions 

Sec. 

17.1  Purpose. 

17.2  Authority. 

17.3  Applicability. 

17.4  Application  to  non-executive  branch 
personnel. 

17.5  Atomic  Energy  Act. 

Subpart  B — Security  Classification 

17.6  Policy. 

17.7  Improper  use  of  classification. 

17.8  ClassiHcation  categories. 

17.9  Original  classihcation  authority. 

17.10  Classification  duration. 

17.11  Propriety  of  classiHcation  actions. 

17.12  Challenges  to  classification. 


Sec. 

17.13  Accounting  for  classification  actions. 

17.14  Identification  of  classification 
authority. 

17.15  Derivative  classification. 

17.16  Positive  judgment  requirement. 

17.17  Reasons  for  .classification. 

17.18  Criteria  for  classification. 

17.19  Duration  of  classification. 

17.20  Presumption  of  classification  of 
foreign  government  information. 

17.21  Prohibitions. 

17.22  Effect  of  open  publication. 

17.23  Compilation  of  information. 

17.24  Requirement  for  issuance  of 
classification  guides. 

17.25  Responsibility  for  preparation. 

17.26  Classification  guide  components. 

17.27  Classification  guide  approval. 

17.28  Review  of  classihcation  guides. 

17.29  Emergency  classification. 

17.30  Final  classification. 

17.31  Emergency  action. 

17.32  Raising  to  a  higher  level  of 
classification. 

17.33  Classification  of  previously 
unclassified  information. 

17.34  Notification. 

Subpart  C— Declassification  and 
Downgrading 

17.35  Policy. 

17.36  Authority. 

17.37  Balancing  test 

17.38  DeclassiHcation  by  the  Director  of  the 
Information  Security  Oversight  Office. 

17.39  Systematic  review  for  declassiHcation. 

17.40  Classification  extension  beyond  20 
years. 

17.41  Systematic  review  assistance. 

17.42  Systematic  review  guidelines. 

17.43  Systematic  review  procedures. 

17.44  Mandatory  review  for 

declassification.  _ 

17.45  Mandatory  review  for  Presidential 
Papers. 

17.46  Submission  of  requests  for  mandatory 
review. 

17.47  Information  classified  by  agencies 
other  than  the  Department  subject  to 
mandatory  review. 

17.48  Mandatory  review  appeal. 

17.49  Fees. 

17.50  Prohibitions. 

17.51  Material  officially  transferred. 

17.52  Material  not  officially  transferred. 

17.53  Information  transferred  for  storage  or 
retirement. 

17.54  Automatic  downgrading. 

17.55  Downgrading  upon  reconsideration. 

17.56  Notification  of  changes  in 
classification  and  declassification. 

17.57  Foreign  relations  series. 

Subpart  D— Identification  and  Marking 

17.58  Policy. 

17.59  Marking  documents  (General). 

17.60  Marking  the  document  with  the 
identity  of  classiher. 

17.61  Overall  and  page  marking. 

17.62  Marking  components  of  documents. 

17.63  Paragraph  or  portion  marking. 

17.64  Subjects  and  titles  of  documents. 

17.65  Files,  folders,  or  groups  of  documents. 

17.66  Transmittal  documents. 

17.67  Messages. 

17.68  Translations. 


Sec. 

17.69  Markings  on  special  categories  of 
material. 

17.70  Charts,  maps,  and  drawings. 

17.71  Photographs,  films,  and  recordings. 

17.72  Applying  derivative  declassification 
markings. 

17.73  Examples  of  commonly  used 
markings. 

17.74  Upgrading. 

17.75  Limited  use  of  posted  notice  for  large 
quantities  of  material. 

17.76  Additional  warning  notices. 

17.77  Restricted  data. 

17.78  Formerly  restricted  data. 

17.79  Intelligence  sources  and  methods 
information. 

17.80  Dissemination  and  reproduction 
notice. 

17.81  Remarking  old  material. 

17.82  Remarking  documents  or  material 
marked  "Subject  to  the  General 
Declassification  Schedule”  or  “Advanced 
Declassification  Schedule”. 

17.83  Remarking  documents  or  material 
marked  as  "Exempt  from  the  General 
Declassification  Schedule”  or  not  marked 
with  any  declassification  instructions. 

17.64  Remarking  documents  or  material 
marked  Group  4. 

17.85  Remarking  documents  or  material 
marked  Group  1,  2  or  3.  or  not  group 
marked. 

Subpart  E— Safekeeping  and  Storage 

17.86  Policy. 

17.87  Standards  for  storage  equipment. 

17.88  Storage  of  classified  material. 

17.89  Procurement  and  phase-in  of  new 
storage  equipment. 

17.90  Designations  of  security  containers. 

17.91  Changing  combinations  to  security 
containers. 

17.92  Classification  of  combinations. 

17.93  Recording  storage  facility  data. 

17.94  Care  during  working  hours. 

17.95  Care  after  working  hours. 

17.96  Administrative  aids  for  safeguarding 

classified  material.  „ 

17.97  Telephone  or  telecommunication 
conversations. 

17.98  Security  of  meetings  and  conferences. 

Subpart  F— Foreign  Government 

Information 

17.99  Identification. 

17.100  Classification. 

17.101  Duration  of  classification. 

17.102  Declassification  policy. 

17.103  Systematic  review. 

17.104  Mandatory  review. 

17.105  Equivalent  United  States 
classibcation  designations. 

17.106  Marking  other  foreign  ^vemment 
documents. 

17.107  Marking  of  information  provided  in 
confidence. 

17.108  Marking  of  foreign  government 
information  in  Department  documents. 

17.109  Other  foreign  government 
information. 

Subpart  G— Access,  Dissemination,  and 

Accountability 

17.110  Policy. 

17.111  Access  by  persons  outside  the 
executive  branch. 
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Sec. 

17.112  Access  by  foreign  nationals,  foreign 
governments,  international 
organizations,  and  immigrant  aliens. 

17.113  Procedures  for  requesting  a  security 
clearance  for  a  Department  employee. 

17.114  Other  access  situations. 

17.115  Dissemination. 

17.116  Transmission  of  top  secret 
information. 

17.117  Transmission  of  secret  and 
confidential  information. 

17.118  Transmission  of  classified 
information  to  foreign  governments. 

17.119  Envelopes  on  containers. 

17.120  Addressing. 

17.121  Receipt  systems. 

17.122  Transmission  ekceptions. 

17.123  General  courier  restrictions. 

17.124  Restrictions  on  hand-carrying 
classified  information  aboard 
commercial  passenger  aircraft. 

17.125  Procedures  for  hand-carrying 
classified  information  on  commercial 
passenger  aircraft. 

17.126  Accountability  of  top  secret 
information. 

17.127  Inventories. 

17.128  Accountability  of  secret  and 
confidential  information. 

17.129  Accountability  of  reproduced 
documents. 

17.130  Working  papers. 

Subpart  H— Disposal  and  Destruction  of 

Classified  Information 

17.131  Policy. 

17.132  Record  material. 

17.133  Nonrecord  material. 

17.134  Methods  of  destruction. 

17.135  Records  of  destruction. 

Subpart  I— Special  Access  Programs 

17.136  Policy. 

17.137  Authority  for  establishing  special 
access  programs. 

17.138  Requesting  the  establishment  or 
renewal  of  special  access  programs. 

17.139  Information  required  in  requests  for 
special  access  programs. 

17.140  Review  continuation  and  accounting 
for  special  access  programs. 

Subpart  J— Executive  Branch  Oversight  and 

Policy  Direction 

17.141  National  Security  Council. 

17.142  Administrator  of  General  Services. 

17.143  Information  Security  Oversight 
Office. 

17.144  Interagency  Information  Security 
Committee. 

Subpart  K— Department  of  Justice  Security 

ResponsibiiitlM 

17.145  General  responsibilities  and  duties. 

17.146  The  Attorney  General. 

17.147  Assistant  Attorney  General  for 
Administration. 

17.148  Department  Review  Committee. 

17.149  The  Office  of  Professional 
Responsibility. 

17.150  The  Department  Security  Officer. 

17.151  Heads  of  Offices,  Boards,  Divisions 
and  Bureaus. 

17.152  Security  programs  managers. 

17.153  Security  officers. 

17.154  Employees. 


Subpart  L— Security  Violations  and 
Administrative  Sanctions 

17.155  Violations  subject  to  sanctions. 

17.156  Reporting  security  violations. 

17.157  Corrective  action. 

17.158  Administrative  discrepancies. 
Authority;  Executive  Order  12065  of  June 

28. 1978,  5  U.S.C.  301  28  U.S.C.  509  and  510. 

Subpart  A—General  Provisions 

§  17.1  Purpose. 

The  purpose  of  this  regulation  is  to 
insure  that  information  within  the 
Department  of  Justice,  herein  referred  to 
as  the  Department,  relating  to  the 
national  security  (as  used  hereinafter,  a 
collective  term  which  means  the 
national  defense  and  foreign  relations  of 
the  United  States)  is  protected,  pursuant 
to  the  provisions  of  ^ecutive  Order  No. 
12065  and  its  implementing  directive 
(see  §  17.2(a)  and  §  17.2(b)).  This 
regulation  prescribes:  a  progressive 
system  for  classification,  downgrading 
and  declassification;  safeguarding 
policies  and  procedures;  a  monitoring 
system  to  insure  the  effectiveness  of  the 
National  Security  Information  Program 
throughout  the  Department;  and  a 
system  for  reporting  and  investigating 
security  violations  and  sanctions  for 
such  violations.  The  provisions  of  this 
regulation  become  effective  upon 
approval  by  the  Attorney  General. 

§  17.2  Authority. 

This  regulation  is  issued  in 
compliance  with,  and  as  a  supplement 
to,  the  provisions  of: 

(a)  Executive  Order  No.  12065  entitled, 
“National  Security  Information,”  dated 
June  28. 1978. 

(b)  The  “Information  Security 
Oversight  Office  Directive  No.  1 
Concerning  National  Security 
Information,"  dated  October  2, 1978. 

(c)  28  CFR  0.75(p),  which  outlines  the 
security  policy  functions  of  the  Justice 
Management  Division  (Security 
Programs  Staff). 

(d)  Department  Order  2800.2A 
entitled,  “Security  Programs  and 
Responsibilities." 

§  17.3  ApplicabiUty. 

This  regulation  governs  the 
Department's  National  Security 
Information  Program  and  takes 
precedence  over  all  Department 
publications  affecting  that  program.  It 
establishes,  for  uniform  application 
throughout  the  DepartmenC  the  policies, 
standards,  criteria  and  procedures  for 
the  classification,  downgrading, 
declassification  and  safeguarding  of 
National  Security  Information  or 
material  originated,  produced  or 
handled  by,  or  in  the  custody  of,  the 
Department. 


§  17.4  Application  to  non-executive 
branch  personnel. 

Except  as  otherwise  provided  herein 
(see  §  17.111),  the  provisions  of  this 
regulation  apply  to  non-contractor 
personnel  outside  of  the  Executive 
Branch  and  to  contractor  personnel  or 
employees  who  are  entrusted  with 
National  Security  Information  originated 
within  or  in  the  custody  of  the 
Department.  Clearance  procedures  for 
the  aforementioned  personnel  are 
contained  in  Department  Orders  2620.6 
and  2600.3,  respectively.  Procedures  for 
clearing  Department  personnel  are 
contained  in  §  17.113  of  this  regulation. 

§  17.5  Atomic  Energy  Act 

Nothing  in  this  regulation  supersedes 
any  requirements  made  by  or  under  the 
Atomic  Energy  Act  of  1954,  42  U.S.C. 

2011  et  seq.  as  amended.  “Restricted 
Data”  shall  be  handled,  protected, 
classified,  downgraded  and  declassified 
in  conformity  with  the  provisions  of  the 
Atomic  Energy  Act  of  1954,  as  amended, 
and  the  regulations  issued  pursuant 
thereto. 

Subpart  B— Security  Classification 
§17.6  Policy. 

(a)  Except  as  provided  in  1 17.5, 
Executive  Order  No.  12065,  as 
implemented  by  this  regulation,  provides 
the  only  basis  for  classifying 
information.  The  purpose  of  Executive 
Order  No.  12065,  as  stated  in  its 
preamble,  is  “*  *  *  to  balance  the 
public’s  interest  in  access  to 
Government  information  with  the  need 
to  protect  certain  National  Security 
Information  from  disclosime  *  *  *•.” 

(b)  Unnecessary  classification  and 
higher  than  necessary  classification 
shall  be  scrupulously  avoided.  Executive 
Order  No.  12065  provides  that  “If  there 
is  reasonable  doubt  which  designation 
is  appropriate,  or  whether  the 
information  should  be  classified  at  all, 
the  less  restrictive  designation  should  be 
used,  or  the  information  should  not  be 
classified." 

(c)  Classification  shall  be  continued 
no  longer  than  is  necessary  for  the 
protection  of  national  security.  Each 
decision  to  classify  also  requires  a 
simultaneous  determination  of  the 
length  of  time  such  classification  must 
remain  in  force. 

§  17.7  Improper  use  of  classification. 

(a)  Information  may  not  be  classified 
as  Top  Secret,  Secret  or  Confidential, 
except  for  the  purpose  of  preventing 
damage  to  the  national  security  and  in 
accordance  with  the  provisions  of 
Executive  Order  No.  12065,  its 
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implementing  directive  and  this 
regulation. 

(b)  Improper  classification  actions 
shall  be  reported  initially  to  the 
appropriate  Security  Programs  Manager 
within  the  Department.  The  Department 
Security  Officer  should,  in  all  cases,  be 
notified  of  the  number  of  cases  of 
improper  classiHcation  within  the 
Department  by  the  Security  Programs 
Manager  concerned. 

§  17.8  ClassifIcatioR  categories. 

(a)  General.  Official  information  or 
material  which  requires  protection 
against  unauthorized  disclosure  in  the 
interests  of  national  security  shall  be 
classified  in  one  of  three  categories, 
namely,  "Top  Secret”,  "Secret”  or 
"Confidential”.  No  other  categories  shall 
be  used  to  identify  official  information 
or  material  as  requiring  protection  in  the 
interests  of  national  security,  except  as 
otherwise  expressly  provided  by  statute. 

(b)  Top  Secret.  "Top  Secret"  is  the 
designation  which  shall  be  applied  to 
information,  the  unauthorized  disclosure 
of  which  reasonably  could  be  expected 
to  cause  exceptionally  grave  damage  to 
the  national  security.  Examples  of 
"exceptionally  grave  damage”  could 
include  armed  hostilities  against  the 
United  States  or  its  allies;  disruption  of 
foreign  relations  vitally  affecting  the 
national  secmity;  the  compromise  of 
vital  national  defense  plans  or  complex 
cryptologic  and  communications 
intelligence  systems;  the  revelation  of 
extremely  sensitive  intelligence 
operations;  and  the  disclosure  of 
scientific  or  technological  developments 
vital  to  national  security.  This 
classification  shall  be  used  with 
restraint. 

(c)  Secret  “Secret”  is  the  designation 
which  shall  be  applied  to  information, 
the  unauthorized  disclosure  of  which 
reasonably  could  be  expected  to  cause 
serious  damage  to  the  national  security. 
Examples  of  “serious  damage”  could 
include  disruption  of  foreign  relations 
affecting  the  national  security; 
impairment  of  a  program  or  policy 
directly  related  to  the  national  security; 
revelation  of  military  plans  or 
intelligence  operations;  and  compromise 
of  scientific  or  technological 
developments  relating  to  national 
security. 

(d)  Confidential.  "Confidential”  is  the 
designation  which  shall  be  applied  to 
information,  the  unauthorized  disclosurq 
of  which  reasonably  could  be  expected 
to  cause  identifiable  damage  to  the 
national  security.  Examples  of 
"identifiable  damage”  could  include  the 
compromise  of  information  which 
indicates  strength  of  armed  forces  in  the 
United  States  and  overseas  areas; 


disclosure  of  technical  information  used 
for  intelligence  operations;  a  written 
inspection  report  of  classified  areas; 
revelation  of  performance 
characteristics,  test  data,  design,  and 
production  data  on  intelligence 
gathering  equipment. 

§  17.9  Original  classification  authority. 

Authority  for  original  classification  of 
information  as  Top  Secret,  Secret  or 
Confidential  may  be  exercised  only  by 
the  Attorney  General  and  by  officials  to 
whom  such  authority  is  specifically 
delegated  in  accordance  with  and 
subject  to  the  restrictions  of  this  Section. 
In  the  absence  of  an  authorized 
classifier,  the  person  designated  to  act 
in  his  or  her  absence  may  exercise  the 
classifier’s  authority. 

(a)  Top  Secret  Only  the  Attorney 
General  may  delegate  original  Top 
Secret  classification  authority.  Such 
delegation  may  only  be  made  to 
principal  subordinate  officials  who  are 
determined  to  have  frequent  need  to 
exercise  such  authority.  The  delegation 
of  authority  must  specify  whether  the 
Top  Secret  classification  authority  is 
authorized  to  delegate  original  Secret 
and  Confidential  classification 
authority. 

(b)  Secret  and  Confidential.  Only  the 
Attorney  General  and  officials  with 
delegated  original  Top  Secret 
classification  authority  who  are 
specifically  authorized  in  writing  to  do 
so,  may  delegate  original  Secret  and 
Confidential  classification  authority  to 
subordinate  officials  whom  they 
determine  to  have  frequent  need  to 
exercise  such  authority. 

(c)  Each  delegation  of  original 
classification  authority  shall  be  in 
writing,  maintained  by  the  Department 
Security  Officer  and  shall  specify  the 
title  of  the  position  held  by  the  recipient. 

(d)  Except  for  the  Attorney  General, 
officials  to  whom  original  classification 
authority  is  delegated  may  not,  under 
any  circumstances,  redelegate  such 
authority.  However,  those  officials  so 
designated  by  the  Attorney  General  may 
delegate  a  lesser  level  of  classification 
authority. 

(e)  Annual  reviews,  and  special 
review  as  requested  by  the  Department 
Security  Officer,  shall  be  made  by 
Security  Programs  Managers  to  ensure 
that  those  to  whom  such  authority  has 
been  delegated  have  demonstrated  a 
continuing  need  to  exercise  it.  The 
annual  reviews  are  to  be  conducted  at 
the  end  of  each  calendar  year.  Findings 
of  this  review  are  to  be  forwarded  to  the 
Department  Security  Officer. 


§17.10  Classification  duration. 

(a)  At  the  time  a  determination  is 
made  by  an  official  to  originally  classify 
information  as  Top  Secret,  Secret  or 
Confidential,  a  simultaneous  decision 
must  be  made  by  that  official  as  to  the 
duration  of  time  such  classification  must 
remain  in  force.  In  arriving  at  the  latter 
decision,  the  classifier  must  exercise 
careful  judgment  as  to  how  far  in  the 
future  the  basis  for  original 
classification  will  remain  valid. 

(b)  Except  as  provided  in  §  17.10(c] 
officials  designated  to  exercise  original 
classification  authority,  pursuant  to  this 
regulation,  are  authorized  to  prolong 
classification  as  follows: 

(1)  Original  Top  Secret  classification 
authorities  may  prolong  classification  no 
more  than  20  years  from  the  date  of 
original  classification. 

(2)  Original  Secret  and  Confidential 
classification  authorities  may  prolong 
classification  no  more  than  six  years 
from  the  date  of  original  classification. 

(c)  The  classification  of  Foreign 
Government  Information  may  be 
prolonged  by  an  original  Top  Secret 
classification  authority  up  to  30  years 
from  the  date  of  original  classification  or 
the  date  it  was  acquired  or  classified  by 
the  United  States,  whichever  is  earlier. 

§  1 7. 1 1  Propriety  of  classification  actions. 

In  accordance  with  §  17.155,  all 
personnel  assigning  classifications  to 
information  within  the  Department  are 
accountable  for  the  propriety  of  such 
classifications,  whether  in  the  exercise 
of  original  classification  authority  or  in 
the  determination  and  application  of 
classifications  assigned  in  source 
documents  or  classification  guides  (i.e.. 
derivative  classification),  and  are 
required  to  maintain  adequate  records 
to  support  their  classification  actions. 

§  17.12  Challenges  to  classification. 

If  holders  of  classified  information 
have  reason  to  believe  that  the 
information  is  classified  improperly  or 
unnecessarily  or  that  an  overly- 
restrictive  period  for  continued 
classification  has  been  assigned,  they 
are  encouraged  to  challenge  such 
classification  with  their  Security 
Programs  Manager  or  the  classifier  of 
the  information,  with  a  view  to  bringing 
about  corrections. 

§  17.13  Accounting  for  classificattom 
actions. 

The  Department  Security  Officer  shall 
establish,  in  coordination  with  the 
Information  Security  Oversight  Office,  a 
system  for  maintaining  information  on 
classification  actions  within  the 
Department. 
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§  17.14  Identification  of  classification 
authority. 

Information  or  material  classiHed 
under  the  provisions  of  this  regulation 
shall  indicate  on  its  face,  in  the  case  of 
documents,  or  by  notice  or  other  means, 
in  the  case  of  material,  the  identity  of 
the  classiner.  Such  identification  shall 
be  shown  on  the  “Classified  by"  line.  In 
those  cases  where  the  personal  identity 
of  the  authorized  classifier  would  be 
classifiable,  an  alternate  identification 
method  may  be  used  provided  it  is 
approved  by  the  Department  Security 
Officer. 

§17.15  Derivative  classification. 

Information  or  material  extracted  or 
derived  from  a  classified  source 
document  or  classification  guide  and 
used  in  a  Department  originated 
document  will  be  classified,  or  not 
classified,  as  the  case  may  be,  in 
accordance  with  the  classification  and 
downgrading  markings  shown  in  the 
source  document  or  classification  guide. 
The  overall  marking  and  paragraph 
marking  of  the  source  document  should 
supply  adeqate  classification  guidance 
to  the  person  making  the  extraction. 
However,  if  paragraph  markings  are 
lacking,  and  if  no  classification  guidance 
is  included  in  the  source  document  and 
no  reference  is  made  to  an  applicable 
classification  guide  which  is  available 
for  use  by  the  person  making  the 
extraction,  the  extracted  or  derived 
information  or  material  will  be 
classified  in  accordance  with  guidance 
specifically  sought  and  received  from 
the  original  classifier  of  the  source 
material.  If  such  guidance  cannot  be 
obtained,  the  information  or  material 
will  be  given  the  classification  which 
corresponds  to  the  overall  marking  of 
the  source  document. 

§  17.16  Positive  judgment  requirement. 

Classification  is  a  positive  judgment, 
i.e.,  there  must  be  an  identifiable  basis 
for  classification,  but  both  advantages 
and  disadvantages  to  classifying  must 
be  weighed.  All  principles  and  criteria 
within  this  Subpart  must  be  considered 
before  a  classification  determination  is 
made  or  a  classification  marking  is 
applied.  If  there  is  reasonable  doubt 
which  classification  designation  is 
appropriate,  or  whether  the  information 
should  be  classified  at  all,  the  less 
restrictive  designation  should  be  used, 
or  the  information  should  not  be 
classified. 

§  1 7. 1 7  Reasons  for  classification. 

An  evaluation  of  information  pursuant 
to  §  17.8  and  $  17.18  forms  the  basis  for 
classification.  A  document  or  other 
material  is  classified  either:  (1)  because 


of  the  classified  information  it  contains 
which  may  be  ascertained  by  study, 
analysis,  observation  or  use  of  it:  or  (2) 
because  of  the  classified  information  it 
may  reveal  when  associated  with  other 
information,  including  that  which  the 
classifier  knows  already  has  been 
officially  released  into  the  public 
domain. 

§  17.18  Criteria  for  classification. 

A  determination  to  classify  shall  be 
made  only  if  the  information  meets  one 
or  more  of  the  criteria  in  §  17.18  (a) 
through  (g)  and  if  the  unauthorized 
disclosure  of  the  information  could 
reasonably  be  expected  to  cause  at  least 
identifiable  deunage  to  the  national 
security.  The  fact  that  information  falls 
under  one  or  more  of  the  criteria  shall 
not  be  presumed  to  mean  that  the 
information  automatically  meets  the 
damage  criteria.  Information  may  not  be 
considered  for  classification  unless  it 
concerns: 

(a)  Military  plans,  weapons,  or 
operations; 

(b)  Foreign  government  information; 

(c)  Intelligence  activities,  sources  or 
methods: 

(d)  Foreign  relations  or  foreign 
activities  of  the  United  States: 

(e)  Scientific,  technological,  or 
economic  matters  relating  to  the 
national  security; 

(f)  United  States  Government 
programs  for  safeguarding  nuclear 
materials  or  facilities:  or 

(g)  Other  categories  of  information 
which  are  related  to  national  security 
and  which  require  protection  against 
unauthorized  disclosure  as  determined 
by  the  President,  by  a  person  designated 
by  the  President  or  by  an  Agency  Head. 
Requests  for  any  such  additional 
category  of  information  shall  be 
forwarded  through  the  Department 
Security  Officer  to  the  Attorney  General. 
Any  additional  categories  of  information 
must  be  reported  promptly  to  the 
Director  of  the  Information  Security 
Oversight  Office. 

§  17.19  Duration  of  classification. 

fa)  Except  as  provided  in  §  17.19(b), 
dates  or  events  on  which  automatic 
declassification  or  review  for 
declassification  should  occur  shall  be  as 
early  as  the  national  security  will  permit 
and  shall  be  no  more  than  six  years 
from  the  date  of  original  classification. 

(b)  Classification  may  be  prolonged 
for  more  than  six  years  only  by  officials 
designated  as  original  Top  Secret 
classification  authorities.  This  authority 
shall  be  used  sparingly.  In  such  cases,  a 
declassification  date  or  event,  or  a  date 
for  review,  shall  be  set.  This  date  or 
event  shall  be  as  early  as  national 


security  permits  and'Shall  be  no  more 
than  20  years  after  original 
classification,  except  that  for  Foreign 
Government  Information,  the  date  or 
event  may  be  up  to  30  years  after 
original  classification.  Classification 
may  be  extended  beyond  six  years  for 
one  or  more  of  the  following  reasons: 

(1)  The  information  is  Foreign 
Government  Information  as  defined  in 
Executive  Order  No.  12065. 

(2)  The  information  reveals 
intelligence  sources  or  methods  which,  if 
lost,  would  cause  identifiable  damage  to 
the  intelligence  operation  or  to  the 
safety  of  the  source(s)  involved. 

(3)  The  information  reveals  capability 
data,  the  unauthorized  disclosure  of 
which  can  reasonably  be  expected  to 
result  in  negating  or  nullifying  the 
effectiveness  of  a  system,  installation, 
project  or  plan  important  to  the  national 
security. 

(4)  The  information  reveals  specific 
foreign  relations  matters. 

(c)  In  every  case  that  classification  is 
continued  for  more  than  six  years,  the 
identity  of  the  original  Top  Secret 
classification  authority  and  the 
reason(s],  as  set  forth  above,  for  the 
extension  of  classification  beyond  six 
years  will  be  recorded  as  prescribed  by 
Subpart  D  of  this  regulation.  A  specific 
reference  to  the  pertinent 
subparagraphfs]  above  will  suffice  to 
meet  the  requirement  concerning  the 
recording  of  the  reason  for  extension  of 
classification  beyond  six  years  on  the 
document. 

§  17.20  Presumption  of  Classification  of 
Foreign  Government  information. 

Unauthorized  disclosure  of  Foreign 
Government  Information  or  the  identity 
of  a  confidential  foreign  source  is 
presumed  to  cause  at  least  identifiable 
damage  to  the  national  security  and 
accordingly  shall  be  assigned  a 
classification  of  at  least  “ConfidentiaL" 

§  17.21  Prohibitions. 

(a)  Classification  may  not  be  used  to 
conceal  violations  of  law,  inefficiency, 
or  administrative  error,  to  prevent 
embarrassment  to  a  person, 
organization  or  agency,  or  to  restrain 
competition. 

(b)  Basic  scientific  research 
information  not  clearly  related  to  the 
national  security  may  not  be  classified. 

(c)  A  product  of  non-government 
research  and  development  that  does  not 
incorporate  or  reveal  classified 
information  to  which  the  producer  or 
developer  was  given  prior  access  may 
not  be  classified  under  this  Order  until 
and  unless  the  government  acquires  a 
proprietary  interest  in  the  product.  This 
prohibition  does  not  affect  the 
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provisions  of  Chapter  17  of  Title  35, 
United  States  Code. 

(d)  References  to  classified 
documents,  when  such  references  do  not 
disclose  classified  information,  may  not 
be  classified  or  used  as  a  basis  for 
classification. 

(e)  ClassiHcation  may  not  be  used  to 
limit  dissemination  of  information  that 
is  not  classifiable  under  the  provisions 
of  Executive  Order  No.  12065  or  to 
prevent  or  delay  the  public  release  of 
such  information. 

(f)  No  document  originated  on  or  after 
1  December  1978  may  be  classified  after 
receipt  of  a  request  for  the  document 
under  the  Freedom  of  Information  Act  or 
the  Mandatory  Review  provisions  of  this 
regulation  (Subpart  C)  unless  such 
classihcation  is  consistent  with  this 
regulation  and  is  authorized  by  the 
Attorney  General  or  the  Deputy 
Attorney  General  pursuant  to  paragraph 
1-606,  Executive  Order  No.  12065. 
Documents  originated  before  1 
December  1978  and  subject  to  such  a 
request  may  not  be  classified  unless 
such  classification  is  consistent  with 
this  regulation  and  is  authorized  by  an 
official  with  Top  Secret  classification 
authority  or  by  the  Chairman, 
Department  Review  Committee. 
Classification  authority  under  this 
provision  shall  be  exercised  personally, 
on  a  docnmmit  by  document  basis. 

(g)  Classification  may  not  be  restored 
to  documents  already  declassified  and 
released  to  the  public  under  this  or  prior 
Orders. 

(h)  Under  no  circumstances  may  a 
compilation  of  official  public  releases  be 
classified. 

§  17.22  Effect  of  open  publication. 

Appearance  in  the  public  domain  of 
information  currently  classified  or  being 
considered  for  classification  does  not 
preclude  initial  or  continued 
classification;  however,  such  disclosures 
require  reevaluation  of  the  information 
to  determine  whether  the  publication 
has  been  compromised  to  the  degree 
that  downgrading  or  declassification  is 
required.  Similar  consideration  must  be 
given  to  related  items  of  information  in 
all  programs,  projects,  cases  or  items 
incorporating  or  pertaining  to  the 
compromised  items  of  information.  In 
these  instances,  if  the  release  is  shown 
to  have  been  competently  made  or 
authorized  by  an  official  of  the 
Executive  Branch  authorized  to 
declassify  and  release  such  information, 
classification  of  identified  items  shall  no 
longer  be  continued.  However,  holders 
should  continue  classification  until 
advised  to  the  contrary  by  a  competent 
Government  authority. 


§  17.23  Compilation  of  information. 

The  general  rule  is  that  a  compilation 
of  unclassified  items  of  information 
shall  not  be  classified.  In  some 
circumstances,  however,  classification 
may  be  required  if  the  combination  of 
imclassified  items  of  information 
together  provide  a  basis  for  which 
classification  is  warranted. 

Classification  on  this  basis  shall  be  used 
sparingly  and  shall  be  fully  supported 
with  a  written  rationale  which  will  be 
included  in  the  material  so  classified. 

§  17.24  Requirement  for  issuance  of 
classification  guides. 

If  the  head  of  the  Office,  Board, 
Division  or  Bureau  determines  that 
benefit  would  be  obtained  from  the  use 
of  classification  guides,  such  guides 
shall  be  issued,  based  upon 
classification  determinations  made  by 
appropriate  classification  authorities. 

§  17.25  ResportsibtlEty  for  preparation. 

Classification  guides  shall  be 
prepared  in  writing  by  the  appropriate 
system,  program,  project,  or  case 
manager,  or  by  a  knowledgeable 
authorized  classifier. 

§  17.26  Classificatton  guide  components. 

Classification  guides  shall: 

(a)  Identify  the  information  elements 
to  be  protected,  using  categorization  and 
subcategorization  to  the  extent 
necessary  to  insure  that  fite  information 
involved  can  be  readily  and  uniformly 
identified. 

(b)  State  which  of  the  classification 
designations,  i.e..  Top  Secret,  Secret,  or 
Confidential  apply  to  the  identified 
information. 

(c)  State  the  duration  of  each  such 
specified  classification  in  terms  of  a 
period  of  time  or  future  event.  When 
such  duration  is  to  exceed  six  years,  the 
specific  reason  for  prolonging 
classification  beyond  the  six-year  period 
shall  be  provided  in  the  guidance  in 
accordance  with  the  provisions  of 

§  17.19(b)  of  this  regulation.  A  specific 
reference  to  the  pertinent  portion(s)  of 
§  17.19(b)  of  this-regulation  will  suffice 
to  meet  the  requirement  of  this 
Subsection  concerning  the  recording  of 
the  reason(s)  for  extension  of 
classification. 

§  17.27  Classification  guide  approval. 

Each  classification  guide  shall  be 
approved  and  signed  by  an  official  with 
original  Top  Secret  classification 
authority  within  the  Department  element 
with  primary  responsibility  for  guide 
preparation.  The  identity  of  this  official 
will  be  shown  on  the  guide.  Such 
approval  constitutes  an  original 
classification  decision. 


§  17.28  Review  of  classification  guides. 

Classification  guides  shall  be  _ 

reviewed  for  currency  and  accuracy  not 
less  than  once  a  year.  Changes  shall  be 
in  strict  conformance  with  the 
provisions  of  this  regulation  and  shall  be 
issued  promptly.  If  no  changes  are 
made,  the  originator  or  his 
representative  shall  so  annotate  ihe 
record  copy  and  show  the  date  of  the 
review.  A  listing  of  all  Department 
classification  guides  in  use  shall  be 
maintained  by  the  Department  Security 
Officer. 

§  17.29  Emergency  classification. 

(a)  If  a  person  not  authorized  to 
classify  National  Security  Information 
within  the  Department  originates  or 
develops  information  which  requires 
immediate  classification  and 
safeguarding  and  no  authorized 
classifier  is  available,  that  person  shall: 

(1)  Safeguard  the  information  in  the 
manner  prescribed  for  the  intended 
classification. 

(2)  Mark  the  infornatiem  (or  cover 
sheet  if  applicable)  with  the  appropriate 
classification. 

(b)  When  designatmg  mformation  as 
classified  with  such  security 
classification  markings,  the 
requirements  pertaining  to  overall 
classification  markings  contained  in  this 
regulation  shall  be  followed 

§17.30  Final  ciessiEcatton., 

(a)  Classified  information  which  is 
marked  with  a  classification  not 
assigned  by  an  authorized  classifier 
shall  be  forwarded  to  an  appropriate 
Department  classifying  authority  for 
evaluation  and  decision  concerning  final 
classification  action.  Forwarding  of  such 
information  to  an  authorized  classifier 
for  final  classification  shall  be 
accomplished  as  soon  as  possible  but  no 
more  than  five  working  days  from  the 
time  of  initial  classification.  Upon  any 
decision  by  the  classifying  auAority  to 
maintain  the  classification,  appropriate 
markings  shall  be  applied  as  prescribed 
in  Subpart  D. 

(b)  If  a  Department  original  classifying 
authority  is  not  readily  identifiable,  the 
material  shall  be  forwarded  to  the 
appropriate  Security  Programs  Manager 
for  action. 

§  17.31  Emergency  action. 

If  an  emergency  requires  immediate 
communication  of  information  believed 
to  require  classification,  after  taking  the 
action  prescribed  in  §  17.29,  such 
information  may  be  transmitted; 
however  the  procedures  contained  in 
§  17.30  should  then  be  followed.  Care 
shall  be  taken  that  the  security 
clearance  of  the  person  to  whom  the 
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classiHed  material  or  information  is 
being  transmitted  is  correspondent  to  or 
higher  than  the  initial  classincation,  in 
accordance  with  the  provisions  of 
Subpart  G  of  this  regulation. 

Additionally,  the  means  of  transmission 
shall  be  commensurate  with  the  level  of 
the  initial  classification,  as  prescribed  in 
Subpart  G. 

§  17.32  Raising  to  higher  ievel  of 
classification. 

The  upgrading  of  classified 
information  to  a  higher  level  than 
previously  determined,  by  officials  with 
appropriate  authority,  is  permitted  only 
when  all  known  holders  of  the 
information  can  be  notified  promptly. 

§  17.33  Ciassification  of  previously 
unclassified  Information. 

Unclassified  information,  once 
communicated  as  such,  may  be 
classified  only  when  a  classifying 
authority  satisfies  the  requirements 
described  for  upgrading  in  §  17.32  and 
determines  that  control  of  the 
information  has  not  been  lost  by  public 
dissemination  or  access. 

§17.34  Notification. 

Prompt  notification  of  all  upgrading 
and  unscheduled  downgrading  actions 
shall  be  provided  to  all  known  holders 
of  the  information. 

Subpart  C— Declassification  and 
Downgrading 

§  17.35  Policy. 

Declassification  of  information  shall 
be  given  emphasis  comparable  to  that 
accorded  classiHcation.  Information 
classified  pursuant  to  Executive  Order  - 
No.  12065  and  prior  orders  shall  be 
declassified  as  early  as  national  security 
considerations  permit.  Decisions 
concerning  declassification  shall  be 
based  on  the  loss  of  sensitivity  of  the 
information  with  the  passage  of  time  or 
on  the  occurrence  of  an  event  which 
permits  declassiHcation.  When 
information  is  reviewed  for 
declassification  pursuant  to  this 
regulation  or  the  Freedom  of  Information 
Act,  it  shall  be  declassified  unless  the 
declassiHcation  authority  established 
pursuant  to  §  17.36  determines  that  the 
information  continues  to  meet  the 
classification  criteria  requirements 
prescribed  in  §  17.18  depsite  the  passage 
of  time. 

§  17.36  Authority. 

(a)  Authority  to  declassify  and 
downgrade  information  classified  under 
the  provisions  of  this  or  prior  Orders 
shall  be  exercised  as  follows: 

(1)  By  the  Attorney  General  and  the 
heads  of  the  OfHces,  Boards,  Divisions 


or  Bureaus,  with  respect  to  all 
information  over  which  their  respective 
components  exercise  classification 
authority. 

(2)  By  the  official  who  authorized  the 
original  classification,  if  that  official  is 
still  serving  in  the  same  position,  by  a 
successor,  or  by  a  supervisory  official  of 
either. 

(3)  By  other  officials  designated  for 
the  purpose  in  accordance  with 

§  17.36(b). 

(b)  The  Attorney  General  shall 
designate  additional  officials  at  the 
lowest  practicable  echelons  of 
supervision  to  exercise  declassification 
and  downgrading  authority  over 
classified  information  in  their  functional 
areas  of  responsibility.  A  list  of  officials 
so  designated  is  to  be  maintained  by  the 
Department  Security  Officer  in  the  same 
manner  as  is  prescribed  for  records  of 
designations  of  original  classification 
authority.  The  Department  Security 
Officer  will  ensure  that  all 
declassification  and  dovragrading 
officials  are  knowledgeable  of  basic 
classification/declassification 
principles. 

§  17.37  Balancing  test 

(a)  It  is  presumed  that  information 
which  continues  to  meet  the 
classification  criteria  and  requirements 
described  in  Subpart  B  requires 
continued  protection.  In  some  cases, 
however,  the  need  to  protect  such 
information  may  be  outweighed  by  the 
public  interest  in  disclosure  of  that 
information  and  in  these  cases  the 
information  should  be  declassified. 

When  such  questions  arise,  the  Attorney 
General  or  the  head  of  the  Office,  Board, 
Division  or  Bureau  concerned 
possessing  Top  Secret  classifying 
authority  (or  his  designee  who  also  must 
possess  such  authority),  shall  determine 
whether  the  public  interest  in  disclosure 
outweighs  the  damage  to  the  national 
security  that  might  be  reasonably 
expected  from  disclosure  and,  if  the 
determination  is  affirmative,  declassify 
the  information.  The  Security  Programs 
Manager  of  the  Office,  Board,  Division 
or  Bureau  concerned  will  establish 
internal  procedures  to  ensure  that  these 
cases  are  referred  to  an  appropriate 
reviewing  official. 

(b)  When  determining  whether  the 
public  interest  in  disclosure  outweighs 
the  damage  to  the  national  security  that 
might  be  reasonably  expected  fi:om 
disclosure,  the  head  of  the  Office,  Board, 
Division  or  Bureau  concerned  should 
consider  whether  there  exist  any  special 
circumstances  so  that  the  disclosure  of 
the  information  would  result  in 
identifiable  and  significant  benefit  to  the 
public.  Such  could  include: 


(1)  Saving  of  human  life; 

(2)  Avoidance  of  hostilities  between 
sovereign  powers; 

(3)  Accurate  and  appropriate  public 
analysis  of  issues  of  national 
importance. 

§  17.38  Declassification  by  the  Director  of 
the  Information  Security  Oversight  Office. 

If  the  Director  of  the  Information 
Security  Oversight  Office  determines 
that  Department  information  is 
classified  in  violation  of  Executive 
Order  No.  12065,  the  Director  may 
require  the  information  to  be 
declassified  by  the  Department.  Any 
such  decision  by  the  Director  may  be 
appealed  to  the  National  Security 
Council,  through  the  Department  Review 
Committee.  The  information  shall 
remain  classified  until  the  appeal  is 
decided  or  until  one  year  from  the  date 
of  the  determination  by  the  Director  of 
the  Information  Security  Oversight 
Office,  whichever  occurs  first. 

§  17.39  Systematic  review  for 
declassification. 

Except  for  Foreign  Government 
Information  as  provided  in  Subpart  F, 
classified  information  constituting 
permanently  valuable  records  of  the 
Department  as  defined  by  44  U.S.C. 

2103,  and  information  in  the  possession 
and  under  control  of  the  Administrator 
of  General  Services  pursuant  to  44 
U.S.C.  2107,  shall  be  reviewed  for 
declassification  as  it  becomes  20  years 
old.  Transition  to  systematic  review  at 
20  years  shall  be  implemented  as 
rapidly  as  practicable  and  shall  be 
completed  by  December  1, 1988. 

§  17.40  Ciassification  extension  beyond  20 
years. 

(a)  The  Attorney  General  may  extend 
classification  of  information  over  which 
he  exercises  classification  jurisdiction 
beyond  20  years  using  the  procedures 
outlined  in  $  17.43.  When  classification 
is  extended  beyond  20  years,  a  date  no 
more  than  10  years  later  will  be  set  for 
declassification  or  the  next  review.  That 
date  and  the  action  specified  shall  be 
marked  on  the  document.  Subsequent 
reviews  for  declassification  shftll  be  set 
at  no  more  than  10  year  intervals,  except 
as  provided  in  §  17.40(b). 

(b)  Only  the  Director  of  the 
Information  Security  Oversight  Office 
may  extend  the  period  between 
subsequent  reviews  for  specific 
categories  of  documents  or  information 
beyond  10  years.  A  request  for  such 
extension  shall  be  submitted  through  the 
Chairman,  Department  Review 
Committee  to  the  Attorney  General  and 
shall  include: 

(1)  a  personal  certification  by  the 
Attorney  General  that  the  classified 
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information  for  which  the  waiver  is 
sought  was  systematically  reviewed  as 
required, 

(2)  a  statement  that  a  date  for 
declassification  could  not  be 
determined;  and 

(3)  results  of  the  review  which 
establishes  an  identifiable  need  to  retain 
classification  for  a  period  in  excess  of  20 
additional  years  and  a  recommendation 
concerning  the  interval  before  the  next 
required  review. 

§  17.41  Systematic  review  assistance. 

When  requested  by  the  National 
Archives  and  Records  Service,  the 
Attorney  General  shall  designate 
experienced  personnel  to  assist  the 
Archivist  of  the  United  States  in  the 
systematic  review  of  20  year  old  United 
States  originated  information  and  30 
year  old  Foreign  Government 
Information.  The  Department  Security 
Officer  may  recommend  the  appropriate 
qualified  personnel  who  shall; 

(a)  Provide  guidance  and  assistance  to 
National  Archives  employees  in 
identifying  and  separating  documents 
and  specific  categories  of  information 
within  documents  that  are  deemed  to 
require  continued  classification;  and 

(b)  Develop  and  submit  through  the 
Department  Review  Committee  to  the 
Attorney  General  recommendations  for 
continued  classification  that  identify 
documents  or  specific  categories  of 
information  so  separated. 

§  17.42  Systematic  review  guidelines. 

(a)  The  Attorney  General  shall,  after 
consultation  with  the  Archivist  of  the 
United  States  and  review  by  the 
Information  Security  Oversight  Office, 
issue  and  maintain  guidelines  for 
systematic  review  covering  20  year  old 
classified  information  under  the 
Department’s  jurisdiction.  (See  also 
Subpart  F,  Foreign  Government 
Information.)  These  guidelines  shall 
state  limited  categories  of  information 
which,  because  of  their  national  security 
sensitivity,  should  not  be  declassified 
automatically  but  should  be  reviewed, 
item  by  item,  to  determine  whether 
continued  protection  beyond  20  years  is 
needed. 

(b)  The  Department  Security  Officer 
shall  coordinate  with  Security  Programs 
Managers  and  appropriate  records 
management  personnel  within  the 
Department  in  the  development  of 
guidelines  for  systematic  review  and 
shall  submit  such  guidelines  to  the 
Attorney  General  for  approval.  The 
guidelines  for  systematic  review  shall, 
once  approved  and  issued,  be  kept 
current  through  review  by  the 
Department  Security  Officer  and  the 
Security  Programs  Managers  at  least 


every  two  years  and  revised  as 
necessary,  unless  earlier  review  for 
revision  is  requested  by  the  Archivist  of 
the  United  States.  Copies  of  systematic 
review  guidelines  and  changes  thereto 
promulgated  by  the  Department  shall  be 
provided  to  the  Information  Security 
Oversight  Office.  All  unclassified 
guidelines  for  systematic  review  will  be 
published  in  the  Federal  Register. 

(c)  All  systematic  review  guidelines 
shall  be  authorized  for  use  by  the 
Archivist  of  the  United  States  and  may, 
upon  approval  of  the  Attorney  General, 
be  used  by  any  other  federal  agency 
having  custody  of  the  information.  All 
such  information,  except  Foreign 
Government  Information,  not  identified 
in  these  guidelines  as  requiring  review 
and  for  which  a  prior  automatic 
declassification  date  has  not  been 
established,  shall  be  automatically 
declassified  at  the  end  of  20  years  from 
the  date  of  original  classification. 

§  17.43  Systematic  review  procedures. 

(a)  Only  permanently  valuable 
records  shall  be  subjected  to  systematic 
review  for  declassification.  Classified 
nqnpermanent  records  that  are 
scheduled  to  be  retained  for  more  than 
20  years  need  not  be  systematically 
reviewed,  but  shall  be  reviewed  for 
declassification  upon  request. 

(b)  The  Attorney  General,  through  the 
Department  Security  Officer,  shall  direct 
that  all  such  classified  records  20  years 
old  or  older,  whether  held  in  storage 
areas  under  Department  control  or  in 
Federal  Records  Centers,  be  surveyed  to 
identify  those  that  require  scheduling  for 
future  disposition.  If  possible  such 
scheduling  should  be  accomplished  by 
December  1, 1980.  The  Security 
Programs  Managers  and  Records 
Management  Officials  shall  coordinate 
this  effort  ivith  the  Department  Security 
Officer  and  Department  Records 
Management  Officials,  respectively. 

(c)  All  Department  information  and 
material  accessioned  into  the  National 
Archives  and  Records  Service  that  is 
permanently  valuable  and  more  than  20 
years  old  is  to  be  systematically 
reviewed  for  declassification  by  the 
Archivist  of  the  United  States  (using  the 
guidelines  issued  pursuant  to  §  17.42(c]) 
with  the  assistance  of  the  Department’s 
personnel  designated  for  that  purpose 
pursuant  to  §  17.41.  The  Archivist  shall 
refer  to  the  appropriate  Security 
Programs  Manager  such  information  and 
material  as  has  been  indicated  by  the 
Department  guidelines  as  requiring 
further  review.  The  Security  Programs 
Manager  shall  cause  a  review  to  be 
conducted  by  a  knowledgeable  Top 
Secret  classifying  authority  in  the 
Office,  Board,  Division  or  Bureau 


concerned.  The  Security  Programs 
Manager  shall  also  cause  such  review  to 
be  conducted  in  cases  involving  20  year 
old  information  and  material  in  the 
custody  of  the  Office,  Board,  Division  or 
Bureau  concerned.  Secmity  Programs 
Managers  within  the  Office.  Board, 
Division  or  Bureau  with  primary 
jurisdiction  over  the  classified 
information  or  material  either  received 
fi'om  the  Archivist  or  in  the  Office, 

Board,  Division  or  Bureau’s  custody, 
shall  proceed  as  follows: 

(1)  Classified  information  or  material 
over  which  the  Office,  Board,  Division 
or  Bureau  exercises  exclusive  or  final 
original  classification  authority  and 
which,  in  accordance  with  the 
systematic  review  guidelines  developed 
under  §  17.42,  is  to  be  declassified,  shall 
be  marked  and  handled  as  such. 

(2)  Classified  information  or  material 
over  which  the  Office,  Board,  Division 
or  Bureau  exercises  exclusive  or  final 
original  classification  authority  and 
which  the  head  of  such  organization 
recommends  should  be  kept  protected, 
shall  be  identified  under  appropriate 
category  headings.  Such  ii^ormation 
shall  then  be  referred  by  the  head  of  the 
Office.  Board,  Division  or  Bureau 
concerned  through  the  Department 
Review  Committee  (for  further  review 
and  recommendation)  to  the  Attorney 
General.  This  recommendation  shall: 

(i)  Identify  the  specific  categories  of 
classified  information  or  material 
involved. 

(ii)  Recommend  classification  beyond 
20  years  to  a  specific  future  event 
scheduled  to  happen  or  for  a  specific 
period  of  time  not  to  exceed  10  years  or, 
in  the  alternative,  recommend  a 
subsequent  review  date  not  to  exceed  10 
years. 

(iii)  State  the  reason  for  the 
recommended  continued  classification. 

(d)  The  Attorney  General  shall 
personally  consider  and  determine 
which  category  of  information  and 
material  shall  be  kept  classified  and  the 
dates  for  automatic  declassification  or 
subsequent  review.  When  the  Attorney 
General  makes  a  determination  that 
National  Security  Information  requires 
continued  classification  beyond  20  years 
under  this  Subpart,  such  extension  of 
classification  shall  begin  fi'om  the  date 
of  the  Attorney  General’s  decision.  The 
Archivist  of  the  United  States  will  be 
notified  in  writing  of  this  decision. 

§  17.44  Mandatory  review  for 
declassification. 

All  classified  information,  upon 
request  by  a  member  of  the  public  or  a 
Government  employee  or  agency  to 
declassify  and  release  such  information 
under  the  provisions  of  Executive  Order 
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No.  12065,  shall  be  subject  to  mandatory 
review  by  the  originating  Office,  Board, 
Division  or  Bureau  for  possible 
declassification  in  accordance  with  the 
procedures  of  this  Subpart.  Requests  for 
declassification  under  this  provision 
shall  be  acted  upon  within  60  days. 

§  17.45  Mandatory  review  for  Presidential 
Papers. 

(a)  Information  less  than  10  years  old 
which  was  originated  by  the  President, 
by  the  White  House  Staff,  or  by 
committees  or  commissions  appointed 
by  the  President,  or  by  others  acting  on 
behalf  of  the  President,  is  exempted 
from  mandatory  review  for 
declassification. 

(b)  Such  information  10  years  old  or 
older  is  subject  to  mandatory  review  for 
declassification  in  accordance  with 
procedures  developed  by  the  Archivist 
of  the  United  States  which  shall  provide 
for  consultation  with  the  Department  in 
matters  of  primary  subject  interest  to 
this  Department. 

§  17.46  Submission  of  requests  for 
mandatory  review. 

Requests  for  mandatory  review  of 
classified  information  shall  be  submitted 
in  accordance  with  the  following; 

(a)  Requests  for  mandatory 
declassification  review  under  this 
Subpart  shall  be  submitted  to  the 
Director,  Office  of  Privacy  and 
Information  Appeals,  10th  and 
Constitution  Avenue,  Washington,  D.C. 
20530.  The  Office  of  Privacy  and 
Information  Appeals  shall  promptly 
forward  such  requests  to  the  Office. 
Board,  Division  or  Bureau  concerned 
provided; 

(1)  A  department  (any  agency  of  the 
Government  or  other  governmental  unit) 
or  employee  thereof,  or  a  member  of  the 
public  requests  the  review. 

(2)  The  request  is  in  writing  and 
reasonably  describes  the  classified 
information  or  material  with  sufficient 
particularity  to  enable  the  Department 
to  identify  it. 

(3)  The  classified  information  or 
material  can  be  located  with  a 
reasonable  amount  of  effort. 

(b)  When  the  description  in  a  request 
is  deficient,  the  requester  should  be 
asked  to  provide  as  much  additional 
identifying  information  as  possible. 
Before  denying  a  request  on  the  basis 
that  the  information  or  material  is  not 
obtainable  with  a  reasonable  amount  of 
effort,  the  requester  should  also  be 
asked  to  limit  his  request  to  information 
or  material  that  is  reasonably 
obtainable.  If  the  requester  then  fails  to 
describe  the  information  or  material  he 
seeks  with  sufficient  particularity,  or  if  it 
cannot  be  obtained  with  a  reasonable 


amount  of  effort,  the  requester  shall  be 
notified  of  the  reasons  why  no  action 
will  be  taken  and  of  his  ri^t  to  appeal 
the  decision  to  the  Department  Review 
Committee. 

(c)  The  Office  of  Privacy  and 
Information  Appeals  shall  assign  the 
request  to  the  appropriate  Office.  Board, 
Division  or  Bureau  within  the 
Department  for  action,  and  shall 
immediately  acknowledge  receipt  of  tlie 
request  to  the  requester  in  writing.  The 
Office,  Board,  Division  or  Bureau 
concerned  shall  thereafter  make  a 
determination  within  30  days  of  receipt 
of  the  request  or  shall  explain  to  the 
requester  the  reasons  why  further  time 
is  necessary  (including  where 
consultation  with  other  agencies  is 
required  pursuant  to  §  17.52(b]).  If  at  the 
end  of  60  days  from  receipt  of  the 
request  for  review  no  determination  has 
been  made,  the  requester  may  apply  to 
the  Department  Review  Committee  for  a 
determination. 

(d)  If  the  Office,  Board,  Division  or 
Bureau  determines  that  continued 
classification  is  required,  the  requester 
shall  promptly  be  notified,  and, 
whenever  possible,  provided  with  a 
brief  statement  as  to  why  the  requested 
information  or  material  cannot  be 
declassified.  The  requester  may  appeal 
any  such  determination  to  the 
Department  Review  Committee  and  the 
notice  of  determination  shall  advise  him 
of  this  right.  If,  after  appeal  by  the 
requester,  the  Department  Review 
Committee  determines  that  continued 
classification  is  required,  it  shall 
promptly  so  notify  the  requester. 

(e)  In  making  its  determinations 
concerning  requests  for  declassification 
of  classified  information  or  material,  the 
Department  Review  Committee  shall 
impose,  for  administrative  purposes,  the 
burden  of  proof  on  the  originating 
Office,  Board,  Division  or  Bureau  to 
show  that  continued  classification  is 
warranted. 

(f)  After  review,  the  information  or 
any  reasonably  segregable  portion 
thereof  that  no  longer  requires 
protection  under  this  regulation  shall  be 
declassified  and  released  to  the 
requester  unless  withholding  is 
otherwise  warranted  under  applicable 
law.  If  the  information,  although 
declassified,  is  withheld,  the  requester 
shall  be  given  a  brief  statement  as  to  the 
reasons  for  denial,  a  notice  of  the  right 
to  appeal  the  determination  to  the  Office 
of  Privacy  and  Information  Appeals, 

10th  and  Constitution  Avenue, 
Washington.  D.C.  20530,  and  a  notice 
that  such  an  appeal  must  be  filed  with 
the  agency  within  60  days  in  order  to  be 
considered. 


(g)  Requests  for  declassification  which 
are  submitted  under  the  provisions  of 
the  Freedom  of  Information  Act  shall  be 
processed  in  accordance  with  the 
provisions  of  that  Act. 

§  17.47  Information  classified  by  agencies 
other  than  the  department  subject  to 
mandatory  review. 

When  the  Office,  Board,  Division  or 
Bureau  receives  a  request  from  the 
Office  of  Privacy  and  Information 
Appeals  for  information  in  Department 
custody  that  involves  information 
classified  by  another  agency,  it  shall 
forward  a  copy  of  the  request  to  the 
appropriate  agency  for  review,  together 
with  a  copy  of  the  document  containing 
the  information  requested,  where 
practicable,  along  with  its 
recommendation  to  withhold  any  of  the 
information,  where  appropriate.  Unless 
the  agency  that  classified  the 
information  objects  on  grounds  that  its 
association  with  the  information 
requires  protection,  the  Office,  Board, 
Division  or  Bureau  shall  also  notify  the 
requester  of  the  referral.  After  (he 
agency  that  classified  the  information 
completes  its  review  (in  coordination 
with  other  agencies  that  have  a  direct 
interest  in  the  subject  matter)  a  response 
shall  be  sent  by  the  classifying  agency 
to  the  requester  in  accordance  with 
§  17.46.  If  requested,  the  agency  shall 
also  communicate  its  determination  to 
the  Office,  Board,  Division  or  Bureau. 

§  17.48  Mandatory  review  appeal. 

The  Director,  Office  of  Privacy  and 
Information  Appeals  shall  establish 
detailed  procedures  to  insure  action 
within  30  days  upon  all  appeals  of 
denials  of  requests  for  declassification. 
These  procedures  shall  provide  for 
meaningful  appellate  consideration  by 
the  Department  Review  Committee, 
shall  be  forwarded  to  the  Information 
Security  Oversight  Office  for  review, 
and  shall  be  published  in  the  Federal 
Register.  In  accordance  with  these 
procedures,  the  Department  shall 
determine  whether  continued 
classification  is  required  in  whole  or  in 
part,  notify  the  requester  of  the 
determination,  and  make  available  any 
information  that  is  declassified  and 
otherwise  releasable.  If  continued 
classification  is  required  under  the 
provisions  of  Section  3-3  of  Executive 
Order  No.  12065,  the  requester  shall  be 
notified  of  the  reasons  therefor.  If 
requested,  the  Department  shall  also 
communicate  the  appeal  determination 
to  any  referrng  agency. 

§17.49  Fees. 

If  the  request  requires  the  rendering  of 
services  for  which,  fair  and  equitable 
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fees  may  be  charged  pursuant  to  31 
U.S.C.  483a,  such  fees  may  be  imposed 
at  the  discretion  of  the  Office  of  Privacy 
and  Information  Appeals.  Office  of  the 
Associate  Attorney  General,  in 
accordance  with  the  schedule  set  forth 
in  28  CFR  16.9(b). 

§  17.50  Prohibitions. 

No  Office,  Board.  Division  or  Bmeau 
in  possession  of  classffied  information 
may,  in  response  to  a  request  for  the 
document  under  this  Subpart,  refuse  to 
confirm  the  existence  or  nonexistence  of 
the  document  unless  the  fact  of  its 
existence  or  nonexistence  would  itself 
be  classifiable  under  this  regulation. 

§  17.51  Material  officially  transferred. 

In  the  case  of  classified  information  or 
material  transferred  by  or  piuauant  to 
statute  or  Executive  Order  fi-om  one 
department  or  agency  to  another  in 
conjunction  with  a  transfer  of  functions 
(as  distinguished  fi'om  transfers  merely 
for  the  purpose  of  storage)  the  receiving 
department  or  agency  shall  be  deemed 
to  be  the  original  classifying  authority 
over  such  material  for  purposes  of 
downgrading  and  declassification. 

§  17.52  Material  not  officially  transferred. 

(a)  When  any  Office,  Board,  Division 
or  Bureau  of  the  Department  has  in  its 
possession  any  classified  information  or 
material  originated  in  an  agency  or 
department  outside  of  the  Department, 
which  has  since  ceased  to  exist,  and 
whose  files  and  other  property  have  not 
been  officially  transferred  to  another 
agency  or  department  within  the 
meaning  of  §  17.51,  the  head  of  the 
Office,  Board,  Division  or  Bureau  (or  his 
designee)  with  custodial  jurisdiction 
over  the  information  shall  have  the 
authority  to  declassify  or  downgrade 
such  information.  Further,  if  it  is 
impossible  for  the  possessing  Office, 
Board,  Division  or  Bureau  of  the 
Department  to  identify  the  originating 
agency,  and  a  review  of  the  material 
indicates  that  the  classified  information 
contained  therein  should  be 
downgraded  or  declassified,  the  head  of 
the  Office,  Board,  Division  or  Bureau 
concerned  (or  his  designee)  shall  have 
the  authority  to  declassify  or  downgrade 
such  classified  information. 

(b)  If  it  appears  probable  that  another 
department  or  agency  may  have  a 
substantial  interest  in  whether  the 
classification  of  any  particular 
information  should  be  maintained,  the 
possessing  Office,  Board,  Division  or 
Bureau  within  the  Department  shall  not 
exercise  the  declassification  authority 

‘discussed  in  §  17.52(a),  except  with  the 
consent  or  consultation  of  the  other 
department  or  agency,  until  60  days 


after  the  Office,  Board,  Division  or 
Bureau  concerned  has  notified  in 
writing,  such  other  department  or 
agency  of  the  nature  of  the  information 
and  of  its  intention  to  downgrade  or 
declassify  the  information  concerned. 
During  such  a  60  day  period,  the  other 
department  or  agency  may.  if  it  so 
desires,  express  its  objections  to 
downgrading  or  declassifying  the 
particular  information:  however  the 
authority  to  make  the  ultimate  decision 
shall  reside  with  the  head  of  the 
possessing  Office,  Board,  Division  or 
Bureau  (or  his  designee). 

(c)  Classification  guidance  may  be 
sou^t  fi:om  appropriate  officials  of  the 
Office,  Board,  Division  or  Bureau 
concerned,  fi'om  the  Department 
Security  Officer  or  from  the  Department 
Review  Committee,  in  such  instances,  as 
described  in  this  Subpart  In  cases  of 
conflict,  the  Department  Review 
Committee  shall  be  the  resolving 
lauthority. 

§  17.53  Information  transferred  for 
storage  or  retirement 

Insofar  as  practicable,  documents 
containing  classified  information  shall 
be  reviewed  to  determine  whether  or 
not  such  information  can  be 
downgraded  or  declassified  prior  to 
being  forwarded  to  the  Archives  of  the 
United  States  for  permanent 
preservation.  When  this  is 
accomplished,  certification  of 
classification  review  shall  be  entered  on 
or  affixed  to  the  transmittal  form  or  on 
the  document  itself  by  an  authorized 
classifying  or  declassifying  official. 
Appropriate  markings  reflecting 
downgrading  or  declassification  shall 
also  be  indicated,  pursuant  to  §  17.73,  on 
each  document  reviewed.  Classified 
information  transferred  to  the  General 
Services  Administration  for  accession 
into  the  Archives  of  the  United  States 
shall  be  downgraded  or  declassified  by 
the  Archivist  of  the  United  States  in 
accordance  with  Executive  Order  No. 
12065,  the  directives  of  the  Information 
Seciuity  Oversight  Office,  and 
Department  guidelines. 

§  17.54  Automatic  downgrading. 

Classified  information  that  is  marked 
for  automatic  downgrading  is 
downgraded  accordingly  without 
notification  to  holders. 

§  17.55  Downgrading  upon 
reconsideration. 

Classified  information  that  is  not 
marked  for  automatic  downgrading  may 
be  assigned  a  lower  classification 
designation  by  the  originator  or  by  an 
official  authorized  to  declassify  the 
same  information  (see  §  17.36).  Notice  of 


downgrading  shall  be  provided  to 
known  holders  of  the  information  to  the 
extent  practicable. 

§  17.56  Notification  of  changes  in 
classification  or  declassification. 

When  documents  containing 
classified  information  have  been 
properly  marked  with  specific  dates  or 
events  for  declassification,  it  is  not 
necessary  to  issue  notices  of 
declassification  to  any  holders. 

However,  when  declassification  action 
is  taken  earlier  than  originally 
scheduled,  the  authority  making  such 
changes  shall  ensure  prompt  notification 
to  all  addressees  to  whom  the 
information  or  material  was  originally 
transmitted.  The  notification  shall 
specify  the  marking  action  to  be  taken, 
the  authority  therefor  and  the  effective 
date.  Upon  receipt  of  notification, 
recipients  shall  effect  the  proper 
'changes  and  shall  notify  addressees  to 
whom,  in  turn,  they  have  transmitted  the 
classified  information  or  material. 

§  17.57  Foreign  relations  series. 

In  order  to  permit  the  Department  of 
State  editors  of  the  publication  “Foreign 
Relations  of  the  United  States”  to  meet 
their  mandated  goal  of  publishing 
appropriate  Government  information  20 
years  after  a  particular  event,  all 
Offices,  Boards,  Divisions  and  Bureaus 
shall  assist  such  editors  by  facilitating 
access  to  applicable  classified 
information  in  their  custody  and  by 
expediting  declassification  review  of 
items  from  their  files  selected  for 
publication. 

Subpart  D— Identification  and  Marking 

§17.58  Policy. 

Information  determined  to  require 
classification  protection  imder  the 
provisions  of  this  regulation  shall  be  so 
designated.  Designation  by  means  other 
than  physical  markings  may  be  used  but 
shall  be  followed  by  physical  marking 
as  soon  as  possible. 

§  17.59  Marking  Documents  (General). 

(a)  At  the  time  of  original 
classification,  the  following  shall  be 
shown  on  the  face  of  paper  copies  of 
originally  classified  documents: 

(1)  The  identity  of  the  original 
classification  authority,  unless  he  or  she 
is  the  signer  or  approver  of  the 
document; 

(2)  The  date  of  classification  and 
office  of  origin.  The  document  date  and 
office  of  origin  may  be  considered  the 
date  of  classification  and  identification 
of  the  office  of  origin; 

(3)  The  date  or  event  for  automatic 
declassification  or  for  review  for 
declassification: 
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(4)  The  identity  of  the  extension 
authority  and  reason  for  extension. 
Documents  classified  for  more  than  six 
years  shall  also  be  marked  with  the 
identity  of  the  TOP  SECRET 
classiHcation  authority  who  authorized 
prolonged  classification,  unless  that 
official  also  is  the  signer  or  approver, 
and  annotated  with  the  reasons  the 
classification  is  expected  to  remain 
necessary  despite  the  passage  of  time. 
The  reasons  may  be  stated  by  reference 
to  the  appropriate  criteria  listed  in 

§  17.19(b]  of  this  regulation; 

(5)  Any  downgrading  markings  or 
action  to  be  taken  and  the  date  thereof; 

(6)  The  classification  of  the  subject  or 
title,  if  any; 

(7)  The  overall  classiHcation  of  the 
document; 

(8)  The  level  of  classiHcation  of  each 
paragraph. 

(b]  At  the  time  of  origin,  paper  copies 
of  derivatively  classiHed  documents 
shall  show  on  their  face: 

(1)  The  source  of  classiHcation,  i.e.,  a 
source  document(sl  or  classification 
guide.  If  classification  is  derived  from 
more  than  one  source,  the  phrase 
“multiple  sources”  will  be  shown  and 
the  identification  of  each  source  will  be 
maintained  with  the  file  or  record  copy 
of  the  document: 

(2)  The  identity  of  the  office  within  the 
Department  originating  the  derivatively 
classified  document; 

(3)  The  classification  of  the  individual 
paragraphs  and  the  overall  classification 
of  the  document; 

(4)  The  date  or  event  for  automatic 
declassification  or  for  review  for 
declassification,  which  shall  be  carried 
forward  from  the  source  material  or 
classification  guide.  If  the  classification 
is  derived  from  multiple  sources,  the 
latest  date  or  event  for  declassification 
or  review  applicable  to  the  various 
source  documents  shall  be  applied  to  the 
new  document,  unless  that  date  is  more 
than  20  years  later,  in  which  case  the 
new  document  shall  be  marked  for 
declassification  or  review  on  the 
twentieth  anniversary  of  the  latest 
original  classification  of  the  source 
documents. 

[c]  In  addition  to  the  foregoing,  paper 
copies  of  classified  documents  shall  be 
marked  as  prescribed  in  this  Subpart  or 
in  Subpart  F  if  the  document  contains 
Foreign  Government  Information.  Such 
notations  shall  be  carried  forward  from 
source  documents  to  derivatively 
classified  documents  when  appropriate. 

(d)  To  the  extent  practical,  material 
other  than  paper  copies  of  documents 
shall  show  the  foregoing  on  the  material 
itself  or  in  related  or  accompanying 
documentation. 


§  17.60  Marking  the  document  with  the 
identity  of  classifier. 

(a)  Identification  of  a  classification 
authority  shall  be  shown  on  the 
“Classified  by"  line  prescribed  under 
§  17.73  and  shall  be  such  that,  standing 
alone,  it  is  sufficient  to  identify  a 
particular  ofiicial,  source  document  or 
classification  guide. 

(1)  If  any  information  in  a  document 
or  material  is  classified  as  an  act  of 
original  classification,  the  classification 
authority  who  made  the  determination 
shall  be  identified  on  the  “Classified  by” 
line,  unless  the  classifier  is  also  the 
signer  or  approver  of  the  document. 

(2)  If  the  classification  of  all 
information  in  a  document  or  material  is 
derived  from  a  single  source  (for 
example,  a  source  document  or 
classification  guide),  the  “Classified  by” 
line  shall  identify  the  source  of  original 
classification  or  classification  guide, 
including  its  date. 

(3)  If  the  classification  of  information 
contained  in  a  document  or  material  is 
derived  from  more  than  one  source 
document,  classification  guide,  or 
combination  thereof,  the  “Classified  by” 
line  shall  be  marked  “multiple  sources” 
and  identification  of  all  such  sources 
shall  be  maintained  with  the  file  or 
record  copy  of  the  document. 

(4)  If  an  official  with  requisite 
classification  authority  has  been 
designated  by  the  head  of  an  Office, 
Board,  Division  or  Bureau  to  approve 
security  classifications  assigned  to  all 
information  leaving  that  component,  the 
name  and  title  of  that  designated  official 
shall  be  shown  on  the  “Classified  by” 
line.  The  designated  official  shall 
maintain  records  adequate  to  support 
derivative  classification  actions. 

(5)  If  the  identification  of  the  classifier 
in  itself  is  classified  information,  a 
substitute  identifier  can  be  used 
provided  that  adequate  records  are 
maintained  by  the  classifying 
organization  to  identify  the  classifier  by 
name,  if  necessary. 

(b)  Guidance  concerning  the 
identification  of  the  classification 
authority  on  electronically  transmitted 
messages  is  contained  in  §  17.67. 

§  17.61  Overall  and  page  marking. 

Except  as  otherwise  specified  for 
working  papers,  the  overall 
classification  of  a  document,  whether  or 
not  permanently  bound,  or  any  copy  or 
reproduction  thereof,  shall  be 
conspicuously  marked,  stamped  or 
affixed  permanently  at  the  top  and 
bottom  on  the  outside  of  the  front  cover 
(if  any),  on  the  title  page  (if  any),  on  the 
first  page,  and  on  the  outside  of  the  back 
cover  (if  any).  Each  interior  page  shall 
be  marked  on  the  top  and  bottom 


according  to  its  content,  including  the 
designation  “UNCLASSIFIED”  when 
appropriate.  Alternatively,  the  overall 
classification  of  the  document  may  be 
conspicously  marked  or  stamped  at  the 
top  and  bottom  of  each  interior  page 
(regardless  of  the  actual  classification  of 
the  information  contained  on  that  page) 
when  such  marking  is  necessary  to 
achieve  reproduction  efficiency  and  the 
particular  information  to  which 
classification  is  assigned  is  otherwise 
sufficiently  identified  consistent  with 
the  intent  of  §  17.63.  In  any  case,  the 
overall  classification  marking  of  a  page 
shall  not  take  the  place  of  the 
classification  marking  of  portions  of  the 
page  marked  with  lower  levels  of 
classification. 

§  17.62  Marking  components  of 
documents. 

When  major  components  of  complex 
documents  are  likely  to  be  used 
separately,  each  major  component  shall 
be  marked  as  a  separate  document. 
Examples  include:  (a)  each  annex, 
appendix,  or  similar  component  of  a 
plan  or  program;  (b)  attachments  and 
appendices  to  a  memorandum  or  letter; 

(c)  each  major  part  of  a  report 

§  17.63  Paragraph  or  portion  marking. 

(a)  Each  section,  part  or  paragraph,  of 
a  classified  document  shall  be  marked 
to  show  the  level  of  classification  of  the 
information  contained  in  or  revealed  by 
it,  or  that  it  is  unclassified.  Portions  of 
documents  shall  be  marked  in  a  manner 
that  eliminates  doubt  as  to  which  of  its 
portions  contains  or  reveals  classified 
information.  Classification  levels  of 
paragraphs  or  portions  of  a  document 
shall  be  shown  by  placing  a 
parenthetical  designator  immediately 
preceding  or  following  the  text  that  it 
governs.  In  marking  sections,  parts, 
paragraphs,  subparagraphs,  or  similar 
portions,  the  parenthetical  designators 
“(TS)”  for  Top  Secret,  “(S)”  for  Secret, 
“(C)”  for  Confidential,  and  “(U)”  for 
Unclassified,  shall  be  used.  When 
appropriate,  the  symbols  “RD”  for 
Restricted  Data  and  “FRD”  for  Formerly 
Restricted  Data  shall  be  added,  e.g.,  “(S- 
RD)”  or  “(C-FRD)”.  In  addition,  portions 
that  contain  Critical  Nuclear  Weapon 
Design  Information  will  be  marked 
“CNWDI”  following  the  classification. 

(b)  Illustrations,  photographs,  figures, 
graphs,  drawings,  charts  and  similar 
portions  of  classified  documents  will  be 
clearly  marked  to  show  their 
classification  or  unclassified  status. 

Such  markings  shall  not  be  abbreviated 
and  shall  be  prominent  and  placed 
within  or  contiguous  to  the  portion. 
Captions  of  such  portions  shall  be 
marked  on  the  basis  of  their  content 
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alone,  by  placing  the  symbol  "(TS).*' 
"(S).”  "(C).”  or  “(Ul,”  immediately 
preceding  the  caption. 

(c)  If  in  an  exceptional  situation,  the 
parenthetical  portion  marking  is 
determined  to  be  impracticable,  the 
document  shall  contain  a  statement 
sufficient  to  identify  the  information  that 
is  classified  and  the  level  of  such 
classification.  Thus,  for  example,  each 
portion  or  paragraph  of  a  classiHed 
document  need  not  be  separately 
marked  if  all  portions  or  paragraphs  are 
classiOed  at  the  same  level,  provided  a 
statement  to  that  effect  is  included  in 
the  document. 

(d)  When  elements  of  information  in 
one  portion  require  different 
classifications,  but  segregation  into 
separate  portions  would  destroy 
continuity  or  context,  the  highest 
classification  required  for  any  item  shall 
be  applied  to  that  portion  or  paragraph. 

(e)  The  Director  of  the  Information 
Security  Oversight  Office  may,  for  good 
cause,  grant  and  revoke  waivers  of  the 
foregoing  portion  marking  requirements. 
Requests  for  a  waiver  of  portion 
marking  requirements  shall  be 
submitted  to  the  Department  Security 
Officer  fixim  the  Security  Programs 
Managers  and  shall  include  the 
following:  (1)  identification  of  the 
information  or  class  of  documents  for 
which  such  waiver  is  sought:  (2)  a 
detailed  explanation  of  why  the  waiver 
should  be  granted;  (3)  the  Office’s, 
Board’s,  Division’s  or  Bureau’s  judgment 
as  to  the  anticipated  dissemination  of 
the  information  or  class  of  documents 
for  which  the  waiver  is  sought  and  (4) 
the  extent  to  which  such  information 
subject  to  the  waiver  may  be  a  basis  for 
derivative  classification  in  future 
documents. 

§  17.64  Subjects  and  Titles  of  Documents 

Classified  subjects  or  titles  of 
documents  shall  be  marked  with  the 
appropriate  symbol,  "(TS),"  "(S),”  "(C),” 
or  "(U),”  and  shall  be  placed 
immediately  to  the  right  of  such  subjects 
or  titles.  When  applicable,  other 
appropriate  symbols,  e.g.,  "(RD)”  and 
"(FRD),”  shall  be  added.  Every  effort 
should  be  made  to  use  unclassified  titles 
or  subjects. 

§  17.65  RIes,  Folders,  or  Groups  of 
Documents. 

Files,  folders  or  groups  of  documents 
shall  be  marked  conspicuously 
according  to  the  highest  classification  of 
any  classified  document  included 
therein.  Document  cover  sheets  may  be 
used  for  this  purpose. 


§  17.66  Transmittal  Documents. 

A  transmittal  document  shall  carry  on 
its  face  a  prominent  notation  as  to  the 
highest  classification  of  the  information 
transmitted  with  it  and  a  legend 
showing  the  classification,  if  any,  of  the 
transmittal  document  standing  alone. 

For  example,  an  unclassified  document 
that  transmits  an  attachment  classified 
SECRET  shall  bear  a  notation 
substantially  as  follows: 

“UNCLASSIFIED  WHEN  SEPARATED 
FROM  SECRET  ENCLOSURE.” 

§  17.67  Messages. 

It  is  recognized  that  marking  some 
electronically  transmitted  classified 
messages  poses  serious  technical 
problems,  requiring  certain  exceptions. 
However,  every  reasonable  effort  shall 
be  made  to  marie  such  messages 
consistent  with  the  provisions  of  this 
Subpart. 

§  17.68  Translations. 

Translations  of  United  States 
classified  information  into  a  language 
other  than  English  shall  be  marked  to 
show  the  United  States  as  the  country  of 
origin,  with  the  appropriate  United 
States  classification  markings  and  the 
foreign  language  equivalent  thereof. 

§  17.69  Markings  orr  special  categories  of 
material. 

Security  classification  and 
declassification  instructions  assigned  by 
the  classifier  shall  be  conspiciously 
stamped,  printed,  written,  painted,  or 
affixed  by  means  of  a  tag,  sticker,  decal 
or  similar  device,  on  classified  material 
other  than  paper  copies  of  documents, 
and  on  containers  of  such  material,  if 
possible.  If  marking  the  material  or 
container  is  not  practicable,  written 
notification  of  the  security  classification 
and  declassification  instructions  shall 
be  furnished  to  recipients.  The  following 
procedures  for  marking  various  kinds  of 
material  containing  classified 
information  are  not  all  inclusive  and 
may  be  varied  to  accommodate  the 
physical  characteristics  of  the  material 
containing  the  classified  information  as 
well  as  organizational  and  operational 
requirements. 

§  17.70  Charts,  ntaps  and  drawings. 

Charts,  maps  and  drawings  shall  bear 
the  appropriate  classification  marking 
under  the  legend,  title  block  or  scale,  in 
a  manner  that  differentiates  between  the 
overall  classification  of  the  document 
and  the  classification  of  the  legend  or 
title  itself.  The  higher  of  these  markings 
shall  be  inscribed  at  the  top  and  bottom 
of  each  such  document.  If  folding  or 
rolling  charts,  maps  or  drawings  would 
cover  the  classification  markings. 


additional  markings  shall  be  applied 
that  are  clearly  visible  when  the 
document  is  folded  or  rolled. 

§  17.71  Photographs,  films  and 
recordings. 

Photographs,  films  (including 
negatives),  recordings,  and  their 
containers  shall  be  marked  in  such  a 
manner  as  to  assiu'e  that  a  recipient  or 
viewer  will  know  that  classified 
information  of  a  specified  level  of 
classification  is  involved. 

§  17.72  Applying  derivative 
deciassification  markings. 

fa)  New  material  that  derives  its 
classification  from  information 
classified  on  or  after  December  1, 1978 
shall  be  marked  with  the 
declassification  date,  event,  or  date  for 
review  assigned  to  the  source 
information. 

(b)  New  material  that  derives  its 
classification  firom  information 
classified  prior  to  December  1, 1978. 
shall  be  treated  as  follows: 

(1)  If  the  source  material  bears  a 
declassification  date  or  event  not  more 
than  20  years  firom  the  date  of  origin,  the 
date  or  event  shall  be  carried  forward  to 
the  new  material; 

(2)  If  the  source  material  bears  no 
declassification  date  or  event,  or  bears 
an  indeterminate  date  or  event  such  as 
"Upon  Notification  by  Originator,” 
"Cannot  Be  Determined,”  "Impossible  to 
Determine,”  eta,  or  is  marked  for 
declassification  beyond  20  years  from 
date  of  origin,  the  new  material  shall  be 
marked  with  a  date  for  review  for 
declassification  at  20  years  from  the 
date  of  original  classification  of  the 
source  material;  and 

(3)  If  the  source  material  is  Foreign 
Government  Information  bearing  no 
date  or  event  for  declassification  or  is 
marked  for  declassification  beyond  30 
years  from  date  or  origin,  the  new 
material  shall  be  marked  for  review  for 
declassification  at  30  years  from  the 
time  the  information  was  originated  by 
the  foreign  government  or  international 
organization  of  governments,  or 
acquired  or  classified  by  the 
Department,  whichever  is  earlier. 

§  17.73  Examples  of  commonly  usedi 
markings. 

At  the  time  of  origin,  each  classified 
document  is  marked  on  its  face  with  one 
or  more  standard  markings  substantially 
as  follows: 

(a)  Original  Classification  Not  to 
Continue  More  than  Six  Years.  The  • 
following  markings  are  used  with  an 
original  classification  that  will  not 
continue  beyond  six  years  (§  17.59(a)): 
Classified  by:  (Classification  Authority) 
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Declassify  on:  (Date  or  Event) 

Message  Abbreviation:  DECL  (Date  or 
Event) 

(b)  Original  Classification  to  Continue 
More  than  6  Years  but  Not  in  Excess  of 
20  Years.  The  following  markings  are 
used  with  an  original  classification  that 
will  continue  beyond  6  years  but  not  in 
excess  of  20  years  (see  §  17.59(a)  for 
additional  applicable  markings): 
Classified  by:  (Classification  Authority) 
Declassify  on:  (Date  or  Event) 

Or  Review  for  Declassihcation  on:  (Date 
6-20  yrs  from  origin) 

Extended  by:  (Top  Secret  Authority) 
Reason:  (a)(b)(c)  or  (d) 

Message  Abbreviations: 

DECL  (Date) 

Or  REVW  (Date) 

REAS  (a)(b)(c)  or  (d) 

(c)  Derivative  Classification.  The 
following  markings  are  used  with  a 
derivative  classification  (see  §  17.59(b) 
for  additional  applicable  markings): 
Classified  by:  (Guide  or  Source 

Document) 

Derivative  Classification  Applied  by: 
(Identity  of  individual  by  name  and 
office) 

Declassify  on:  (Date  carried  forward) 

Or  Review  on:  (Date  carried  forward) 
Message  Abbreviations: 

DECL  (Date  Carried  Forward) 

Or  REVW  (Date  Carried  Forward) 

(d)  Downgrading.  The  following 
marking  is  used  to  specify  a 
downgrading  (see  §  17.59  (a)  and  (b)  for 
additional  applicable  markings): 
Downgrade  to:  (Classification)  on  (Date) 
Message  Abbreviation  DG/(S]/  (6  June 

84) 

(e)  The  Restricted  Data  and  Formerly 
Restricted  Data  markings  (see  §  17.77 
and  §  17.78)  are,  in  themselves,  evidence 
of  extended  classification.  Therefore, 
except  for  electronically  transmitted 
messages,  only  a  completed  “classified 
by”  tine  is  required  with  such  a  marking. 

§  17.74  Upgrading. 

When  material  is  upgraded  it  shall  be 
promptly  and  conspicuously  marked, 
except  that  in  all  such  cases  the  old 
classification  markings  shall  be 
cancelled  and  new  markings  substituted 
therefor. 

§  17.75  Limited  use  of  posted  notice  for 
large  quantities  of  material. 

(a)  When  the  volume  of  material  is 
such  that  prompt  remarking  of  each 
classified  item  cannot  be  accomplished 
without  unduly  interfering  with 
operations,  the  custodian  may  attach 
upgrading,  downgrading  or 
declassification  notices  to  the  storage 
unit.  Each  notice  shall  specify  the 
authority  for  the  classification  action. 


the  date  of  the  action,  and  the  storage 
unit  to  which  it  applies. 

(b)  When  individual  documents  or 
materials  are  permanently  withdrawn 
from  storage  units,  they  shall  be 
remarked  promptly.  However,  when 
documents  or  materials  subject  to  a 
downgrading  or  declassification  notice 
are  withdrawn  from  one  storage  unit 
solely  for  transfer  to  another,  or  a 
storage  unit  containing  such  documents 
or  materials  is  transferred  from  one 
place  to  another,  the  transfer  may  be 
made  without  remarking  if  the  notice  is 
attached  to  or  remains  with  each 
shipment.  Items  permanently  withdrawn 
from  such  storage  units  shall  be 
promptly  remarked  in  accordance  with 
this  Subpart. 

§  17.76  Additional  warning  notices. 

(a)  In  addition  to  the  marking 
requirements  prescribed  in  §  17.59, 
warning  notices  shall  be  prominently 
displayed  on  classified  documents  or 
materials,  when’ applicable.  In  the  case 
of  documents,  these  warning  notices 
shall  be  marked  conspicuously  on  the 
outside  of  the  front  cover,  or  on  the  first 
page,  if  there  is  no  front  cover. 

(b)  When  display  of  warning  notices 
on  other  materials  is  not  possible,  their 
applicability  to  the  information  shall  be 
included  in  the  written  notification  of 
the  assigned  classification. 

§  17.77  Restricted  data. 

Classified  documents  or  material 
containing  Restricted  Data  as  defined  in 
the  Atomic  Energy  Act  of  1954,  as 
amended,  shall  be  mariced  as  follows  on 
the  bottom  of  each  page: 

“RESTRICTED  DATA 

This  document  contains  Restricted 
Data  as  defined  in  the  Atomic  Energy 
Act  of  1954.  Unauthorized  disclosure 
subject  to  Administrative  and  Criminal 
Sanctions.” 

§  17.78  Formeriy  restricted  data. 

Classified  documents  or  material 
containing  Formerly  Restricted  Data,  as 
defined  in  Section  142.d,  Atomic  Energy 
Act  of  1954.  as  amended,  but  no 
Restricted  Data,  shall  be  marked  as 
follows  on  the  bottom  of  each  page: 

“FORMERLY  RESTRICTED  DATA 

Unauthorized  disclosure  subject  to 
Administrative  and  Criminal  Sanctions. 
Handle  as  Restricted  Data  in  Foreign 
Dissemination,  Section  144.b,  Atomic 
Energy  Act.  1954.  42  U.S.C.  §  2011  et 
seq.” 

§  17.79  Intelligence  sources  and  methods 
information. 

Classified  information  or  material 
involving  intelligence  sources  and 


methods  and  subject  to  specific 
dissemination  controls  shall  be  marked 
with  the  following  additional  warning 
notice: 

“WARNING  NOTICE— IntelUgence 
Sources  and  Methods  Involved.” 

§  17.80  Dissemination  and  reproduction 
notice. 

Classified  information  that  is 
determined  by  a  Department  originator 
to  be  subject  to  special  dissemination  or 
reproduction  limitations,  or  both,  shall 
include,  an  appropriate  statement(s)  on 
its  cover  sheet,  first  page  or  in  the  text, 
substantially  as  follows: 

“Reproduction  requires  approval  of 
originator  or  higher  Department  of 
Justice  authority.” 

“Further  dissemination  only  as 
directed  by  (Insert  appropriate  office  or 
official)  or  higher  Department  of  Justice 
authority.” 

§  17.81  Remarking  old  material. 

Documents  and  material  already 
marked  under  Executive  Order  11652,  as 
amended,  or  predecessor  orders  and 
directives  shall  be  remarked  in 
conformity  with  this  Subpart  when  (a) 
the  document  or  material  itself  is  to  be 
disseminated  outside  the  Department  or 
(b)  the  document  or  material  is  reviewed 
by  the  Office,  Board,  Division  or  Bureau 
concerned  for  specific  purposes  under 
Subpart  C.  When  such  document  or 
material  is  withdrawn  temporarily  &t)m 
files  or  storage  merely  for  reference 
purposes,  or  for  transfer  to  other  files  or 
storage  within  the  same  activity,  it  need 
not  be  remarked.  Whenever  remarking 
of  such  documents  or  material  is 
required,  it  shall  be  accomplished  in 
accordance  with  this  Subpart. 

§  17.82  Remarking  documents  or  material 
marked  “Subject  to  the  General 
OeclassificaMon  Schedule”  or  “Advartced 
Declassification  Schedule”. 

A  document  or  material,  classified 
prior  to  December  1, 1978  and  marked 
for  automatic  declassification  in 
accordance  with  the  General 
Declassification  Schedule  or  an 
Advanced  Declassification  Schedule 
under  Executive  Order  11652  need  not  . 
be  remarked.  However,  should  a 
determination  be  made  under  Subpart  B 
to  extend  classification  beyond  the 
declassification  date  or  event  specified 
by  the  General  Declassification 
Schedule  or  an  Advanced 
Declassification  Schedule,  the  document 
or  material  shall  be  remarked  in 
accordance  with  this  Subpart. 
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§  17.83  Remarlckng  Documents  or  Material 
Marked  as  "Exempt  from  the  General 
Declassification  Schedule”  or  Not  Marked 
With  Any  Dectasslfication  Instructions. 

A  document  or  material  classified 
before  December  1, 1978  and  marked  as 
exempt  fit)m  the  General 
Declassification  Schedule  under 
Executive  Order  11652  with  a  date  or 
event  for  declassification  20  years  or 
less  from  the  date  of  origin,  shall  not  be 
remarked.  However,  if  a  document  or 
material  exempted  from  the  General 
Declassification  Schedule  is  marked 
with  a  declassification  date  in  excess  of 
20  years  from  the  date  of  origin  or  does 
not  bear  a  s])ecific  declassification  date 
or  event,  it  shall  be  marked  with  a  date 
for  review  for  declassification  at  20 
years  from  the  date  of  origin  of  the 
document,  e.g.,  "Review  on  (insert 
date).” 

§  17.84  Remarking  Documents  or  Material 
Marked  Group  4. 

(a)  Information  classified  under 
Executive  Order  10501,  as  amended,  that 
is  contained  in  a  document  or  material 
maiiced  as  Group  4  and  still  so  marked, 
was  redesignated  by  Executive  Order 
11652  under  the  General  Declassification 
Schedule  and  became  subject  to 
automatic  declassification  thereunder  as 
follows: 

(1)  All  such  information  originally 
classified  as  Top  Secret  becomes 
downgraded  at  two  year  intervals  and  is 
declassified  on  December  31  of  the  tenth 
year  from  the  year  of  origin  or  December 
31, 1982,  whichever  is  earlier; 

(2)  All  such  information  originally 
classified  as  Secret  becomes 
downgraded  after  two  years  and 
declassified  on  December  31  of  the 
eighth  year  from  the  year  of  origin  or 
December  31, 1980,  whichever  is  earlier; 
and  ' 

(3)  All  such  information  originally 
classified  as  Confidential  should  have 
become  declassified  on  December  31, 
1978. 

(b)  When  such  information  is 
determined  to  have  been  automatically 
declassified  under  subparagraph  (a)  (1),  ■ 
(2),  or  (3),  above,  remarking  of  a 
document  or  material  is  not  necessary 
but  old  classification  markings  shall  be 
canceled  on  at  least  the  first  page.  In 
cases  where  such  information  remains 
classified  under  subparagraph  (a)  (1), 

(2),  or  (3),  a  finite  date  for 
declassification  shall  be  shown  on  a 
"declassify  on”  line;  prior  classification 
markings  shall  be  canceled  on  at  least 
the  first  page,  and  current  classification 
designations  substituted  therefor. 
However,  should  a  determination  be 
made  under  Subpart  B  to  extend 
classification  beyond  the 


declassification  date  or  event  specified 
by  the  General  Declassification 
Schedule,  the  document  or  material  shall 
be  remarked  in  accordance  with  this 
Subpart.  Such  extension  may  be  made 
only  in  accordance  with  §  17.19(c). 

§  17.85  Remarking  Documents  or  Material 
Marked  Group  1, 2  or  3,  or  Not  Group 
Marked. 

Information  (not  including  Foreign 
Government  bniormation)  classified 
before  June  1, 1972  that  is  contained  in  a 
document  or  material  marked  as  Group 
1, 2  or  3  under  Executive  Order  10501  as 
amended,  or  not  group  mariced,  shall  be 
remarked  to  show  a  date  for  review  for 
declassification  20  years  from  the  date 
of  origin,  e.g.,  "review  on  (insert  date).” 

Subpart  E— Safekeeping  and  Storage 

§17.86  Policy. 

(a)  Classified  Information  may  be 
used,  discussed,  held,  or  stored  only 
where  there  are  facilities  or  under 
conditions  adequate  to  prevent 
unauthorized  persons  from  gaining 
access  to  it.  llie  exact  nature  of  security 
requirements  will  depend  on  a  thorough 
security  evaluation  of  local  conditions 
and  circumstances.  Security 
requirements  must  permit  the 
accomplishment  of  essential  functions 
while  affording  selected  items  of 
information  reasonable  degrees  of 
security  with  a  minimum  of  risk.  The 
requirements  specified  in  this  regulation 
represent  the  minimum  acceptable 
standards. 

(b)  Funds,  weapons,  medical  items,  or 
other  items  of  inbinsic  value  will  not  be 
stored  in  containers  along  with 
classified  National  Security  Information. 
Likewise,  combinations  and  keys  to 
containers  used  to  store  such  items  will 
not  be  kept  in  security  containers  used 
to  store  classified  information.  This 
restriction  does  not  apply  to  valuable 
items  which  are  themselves  classified. 

§  17.87  Standards  for  storage  equipment. 

The  General  Services  Administration 
establishes  and  publishes  minimum 
uniform  standards,  specifications,  and 
supply  schedues  for  containers,  vaults, 
alarm  systems  and  associated  security 
devices  suitable  for  storage  and 
protection  of  classified  information  and 
material  throughout  the  Government. 
Department  Order  2620.4  entitled 
"Physical  Security  Manual  for 
Safeguarding  Classified  National 
Security  Information”  contains 
information  regarding  acceptable 
security  equipment  for  the  physical 
protection  of  National  Security 
Information  within  the  Department.  No 
other  equipment  to  be  used  for  the 
storage  of  classified  National  Security 


Information  shall  be  procured  without 
the  prior  approval  of  the  Department 
Security  Officer. 

§  17.88  Storage  of  classifted  material.. 

Whenever  classified  material  is  not 
under  the  personal  control  of  an 
authorized  and  appropriately  cleared 
person,  whether  during  or  outside  of 
working  hours,  it  will  be  guarded  or 
stored  in  a  locked  security  container  as 
prescribed  below: 

(a)  Top  Secret.  Top  Secret  information 
or  material  shall  be  stored  in: 

(1)  A  safe-type  steel  file  container 
having  a  built-in,  three  position,  dial- 
type  combination  lock  approved  by  the 
General  Services  Administration  or  a 
vault  or  secure  area  which  meets  the 
standards  as  contained  in  Department 
Order  2620.4  or 

(2)  An  alarmed  area,  provided  such 
facilities  are  judged  by  the  Department 
Security  Officer  to  afford  protection 
equal  to  or  greater  than  that  prescribed 
in  §  17.88(a)(1).  When  an  alarmed  area 
is  utilized  for  the  storage  of  Top  Secret 
information  and  material,  the  physical 
barrier  must  be  adequate  to  prevent 
surreptitious  removal  of  the  material, 
and  observation,  when  such  observation 
would  result  in  the  compromise  of  the 
classified  information.  Tbe  physical 
barrier  must  also  be  such  that  attempted 
forcible  entry  will  give  evidence  of  sudi 
entry  into  the  area  or  room.  As  a 
minimum  the  alarm  system  must  provide 
for  an  immediate  response  by  a  security 
force  to  an  attempted  surreptitious  or 
forced  entry. 

(b)  Secret  and  Confidential.  Secret 
and  Confidential  material  may  be  stored 
in  a  manner  authorized  for  Top  Secret; 
or  in  a  vault-type  room,  or  secure 
storage  room  which  has  been  approved 
in  accordance  with  the  standards 
prescribed  in  Department  Order  2620.4. 
or  until  phased  out,  in  containers 
described  in  §  17.88(d). 

(c)  Specialized  Security  Equipment. 

(1)  One  and  Two  Drawer  Containers. 
One  and  two  drawer  security  containers 
which  are  approved  by  the  General 
Services  Administration  shall  be  used 
primarily  in  mobile  facilities  or  in  areas 
where  small  amounts  of  classified 
information  is  stored.  Such  containers 
should  be  securely  fastened  or  guarded 
to  prevent  the  theft  of  the  container. 

(2)  Map  and  Plan  File.  A  General 
Services  Administration  approved  Map 
and  Plan  File  container  has  been 
developed  for  storage  of  odd  sized  items 
such  as  computer  cards  and  tapes, 
maps,  charts,  plans,  and  other  classified 
material. 

(d)  Non-General  Services 
Administration  Approved  Containers.  In 
addition  to  the  security  containers 


Federal  Register  /  Vol.  45.  No.  239  /  Wednesday.  December  10,  1980  /  Rules  and  Regulations  81503 


meeting  General  Services 
Administration  standards,  Secret  and 
Confidential  classified  information  may 
be  stored  in  a  steel  filing  cabinet 
equipped  with  a  built-in,  three-position, 
dial-type  combination  lock;  or  as  a  last 
resort,  in  an  existent  steel  filing  cabinet 
equipped  with  a  steel  lock  bar,  provided 
it  is  secured  by  a  General  Services 
Administration  approved  changeable 
combination  padlock; 

(e)  Sensitive  Compartmented 
Information  Storage.  Sensitive 
Compartmented  Information  will  be 
stored  only  in  accredited  facilities  which 
meet  approved  physical  security 
standards  for  such  material  pursuant  to 
Director  of  Central  Intelligence  Directive 
1/19  entitled  “Uniform  Procedures  for 
Administrative  Handling  and 
Accountability  of  Sensitive 
Compartmented  Information"  and  other 
applicable  Department  regiilations. 

When  maintained  in  Sensitive 
Compartmented  Information  facilities, 
classified  information  may  be  stored  in 
the  same  container  prescribed  for 
storage  of  Sensitive  Compartmented 
Information,  however,  when  removed 
from  the  Sensitive  Compartmented 
Information  facility  the  provisions  of 
§  17.88  (a]  through  (d),  apply. 

§  17.89  Procurement  and  phase-in  of  new 
storage  equipment. 

Whenever  new  security  storage 
equipment  is  procured,  it  will  be  hrom 
the  security  containers  listed  on  the 
Federal  Supply  Schedule,  General 
Services  Administration.  Further 
acquisition  for  unapproved  security 
containers  or  modification  of  cabinets  to 
bar-padlock  type  as  storage  equipment 
for  classified  information  and  material  is 
prohibited.  Exceptions  may  be  made  by 
the  Department  Security  Officer,  upon 
written  request  from  the  Security 
Programs  Manager  concerned. 

§  17.90  Designations  of  security 
containers. 

There  shall  be  no  external  marking  as 
to  the  level  of  classified  information 
authorized  to  be  stored  in  a  container. 
However,  each  vault,  secure  area  or 
seemity  container  shall  be  assigned  a 
number  or  symbol  for  the  purpose  of 
identifying  what  level  or  category  of 
classified  information  is  stored  therein. 
The  number  or  symbol  shall  be  affixed 
in  a  conspicuous  location  on  the  outside 
of  the  vault  or  security  container. 
Security  Programs  Managers  shall  keep 
a  record  of  the  vaults  and  security 
containers  under  their  cognizance  along 
with  the  designation  of  the  level  of 
classified  information  authorized  to  be 
stored  therein. 


§  17.91  Changing  combinations  to  security 
containers. 

Combinations  to  security  containers 
will  be  changed  only  by  individuals 
having  an  appropriate  security 
clearance  and  who  have  received 
instruction  on  how  to  correctly  change 
such  combinations.  Combinations  shall 
be  changed: 

(a)  When  the  container  is  placed  in 
use; 

(b)  When  an  individual  knowing  the 
combination  no  longer  requires  or  is 
authorized  access  to  classified 
information  stored  in  the  container, 

(c)  When  the  combination  or  record  of 
combination  has  been  subject  to 
compromise; 

(dj  At  least  annually;  and 

(e)  When  taken  out  of  service.  At  this 
time  built-in  combination  locks  shall  be 
reset  to  the  standard  combination  50- 
25-50;  combination  padlocks  shall  be 
reset  to  the  standard  combination  10- 
20-30. 


§  17.92  Classification  of  combinations. 

The  combination  of  a  vault  or 
container  used  for  the  storage  of 
classified  information  and  material  shall 
be  assigned  a  security  classification 
equal  to  the  highest  level  of  the 
classified  material  authorized  to  be 
stored  therein.  No  downgrading/ 
declassification  instructions  or  classifier 
identity  are  required  to  be  made  when 
classifying  records  of  combinations  to 
security  containers.  Accordingly, 
classification  actions  for  such 
combinations  are  not  required  to  be 
reported. 

§  17.93  Recording  stroage  facility  data. 

A  record  shall  be  maintained  by 
Security  Programs  Managers  or  their 
designees  for  each  vault,  secure  area,  or 
container  used  for  the  storage  of 
classified  information.  The  record  shall 
show  its  location,  and  the  names  and 
other  appropriate  identifying  data  of 
persons  having  knowledge  of  the 
combinations  to  such  storage  facilities. 
General  Services  Adminstration 
Optional  Form  63,  entitled  “Security 
Container  Information”  may  be  used 
within  the  Department  for  these 
purposes.  The  OF-63  containing  security 
combinations  shall  be  marked  with  the 
appropriate  overall  classification,  and 
shall  be  safeguarded  and  stored  in 
accordance  with  the  protection  afforded 
to  that  classification. 

§  17.94  Care  during  working  hours. 

Each  individual  shall  take  all 
necessary  precautions  to  prevent  access 
to  classified  information  by 
unauthorized  persons  (i.e.,  persons  who 
do  not  possess  an  appropriate  security 


clearance,  and  who  do  not  possess  the 
required  need-to-know).  Among  the 
precautions  to  be  followed  are: 

(a)  Classified  documents,  when 
removed  from  storage  for  working 
purposes,  shall  be  kept  under  constant 
surveillance  and  turned  face-down  or 
covered  when  not  in  use.  Use  of  legal 
and  standard  size  Department  Cover 
Sheets  should  be  utilized  to  cover 
classified  documents. 

(b)  Preliminary  drafts,  carbon  sheets, 
plates,  stencils,  stenographic  notes, 
worksheets,  and  all  similar  items 
containing  classified  information  shall 
be  either  destroyed  by  the  person 
responsible  for  their  preparation 
immediately  after  they  have  served  their 
purposes,  or  shall  be  given  the  same 
classification  and  safeguarded  in  the 
same  manner  as  the  classified 
information  they  contain. 

(c)  Typewriter  ribbons  used  in  typing 
classified  information  shall  be  protected 
in  the  same  manner  as  the  highest  level 
of  classification  for  which  they  have 
been  so  used.  When  destruction  is 
necessary,  it  shall  be  accomplished  in 
the  manner  prescribed  for  classified 
working  papers  (See  Subpart  H)  of  the 
same  classification.  After  the  upper  and 
lower  sections  of  the  ribbon  have  been 
cycled  through  the  typewriter  five  times 
in  the  course  of  regular  typing,  all  fabric 
ribbons  may  be  treated  as  unclassified. 
Carbon  and  plastic  typewriter  ribbons 
and  carbon  paper  which  have  been  used 
in  the  production  of  classified 
information  shall  be  destroyed  after 
initial  usage  in  the  manner  prescribed 
for  working  papers  of  the  same 
classification.  As  an  exception  to  the 
foregoing,  any  typewriter  ribbon  which 
remains  substantially  stationary  in  the 
typewriter  after  it  has  received  at  least 
five  consecutive  impressions  may  be 
treated  as  unclassified. 

§  17.95  Care  after  working  hours. 

Heads  of  Offices,  Boards,  Divisions 
and  Bureaus  shall  require  and  institute 
through  their  Security  Programs 
Managers,  a  system  of  security  checks 
at  the  close  of  each  working  day  to 
ensure  that  the  classified  information  in 
the  possession  of  such  Offices,  Boards, 
Divisions  and  Bureaus  is  properly 
protected.  Security  Program  Managers 
shall  require  the  custodians  of  classified 
information  in  their  Office,  Board, 
Division  or  Bureau  to  make  periodic 
inspections  of  their  respective  areas 
which  shall  ensure  that  the  following 
minimum  requirements  are  met: 

(a)  All  classified  information  is  stored 
in  approved  security  containers. 

(b)  Bum  bags,  if  utilized,  are  either 
stored  in  approved  security  containers 
or  destroyed. 
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(c)  ClassiHed  shorthand  notes,  carbon 
paper,  carbon  and  plastic  typewritter 
ribbons,  rough  drafts  and  similar  papers 
have  been  properly  stored  or  destroyed. 
As  a  matter  of  routine  during  working 
hours,  such  classified  items  should  be 
placed  in  bum  bags  or  other  trash 
receptacles  designated  only  for 
classified  trash  and  shall  be  destroyed 
as  soon  as  possible  thereafter. 

§  17.96  Administrative  aids  for 
safeguarding  classified  material. 

Appropriate  forms  shall  be  used  on 
security  containers  for  check  purposes. 
Such  forms  shall  be  conspicuously 
attached  to  the  outside  of  each 
container  used  for  the  storage  of 
classified  information.  Each  authorized 
person  will  record  the  time  and  date 
that  he  or  she  unlocks  or  locks  the 
security  container,  followed  by  the 
person’s  initials.  At  the  close  of  each 
working  day,  a  person  other  than  the 
individual  locking  the  container  will 
check  the  container,  in  the  presence  of 
the  individual  locking  the  container,  to 
insure  that  it  is  secure.  The  time  of  the 
check  followed  by  the  checker’s  initials 
w'ill  be  recorded.  The  check  will  be 
conducted  each  working  day.  If  a 
container  has  not  been  opened,  the  date 
and  the  phrase  "Not  Opened"  will  be 
noted  in  addition  to  the  time  ^d  the 
checker’s  intitials.  A  container  will  not 
be  left  unattended  until  it  has  been 
locked  by  an  authorized  person  and 
checked  by  a  second  person.  The  person 
locking  a  container  is  responsible  for 
insuring  that  another  person  checks  the 
container. 

Reversible  “Open-Closed"  signs,  shall 
be  utilized  on  security  containers  . 
containing  classified  information.  The 
respective  side  of  the  sign  shall  be 
displayed  to  indicate  when  the 
container  is  open  or  closed. 

§  17.97  Telephone  or  telecommunication 
conversations. 

ClassiHed  information  shall  not  be 
discussed  over  nonsecure  telephones. 
Classified  telephone  conversations  are 
authorized  over  approved  secure 
(encrypted]  communication  circuits. 
Information  concerning  which 
telephones  are  secured  in  the 
Department  may  be  obtained  from 
Security  Programs  Managers  or  the 
Department  Security  Officer. 

§  17.98  Security  of  meetings  and 
conferences. 

The  ofHcial  responsible  for  arranging 
or  convening  a  conference  or  other 
meeting  is  also  responsible  for 
instituting  procedures  and  selecting 
facilities  which  provide  adequate 
security  if  classified  information  is  to  be 


discussed  or  disclosed  (see  Department 
Order  2660.1].  The  responsible  ofncial 
will: 

(a]  Notify  each  person  who  is  to  be 
present  or  who  is  to  discuss  classified 
information  of  any  security  limitations 
that  must  be  imposed  because  of: 

(1]  The  level  of  access  authorization. 

(2]  Requirement  for  access  to  the 
information  by  the  attendees. 

(3]  Physical  security  conditions. 

(b]  Insure  that  each  person  attending 
the  classihed  portions  of  the  meetings 
has  been  authorized  access  to 
information  of  equal  or  higher 
classification  than  the  information  to  be 
disclosed. 

(c]  Insure  that  the  area  in  which 
classified  information  is  to  be  discussed 
affords  adequate  acoustical  security 
against  unauthorized  disclosure. 

(d]  Insure  that  adequate  storage 
facilities  are  available,  if  needed. 

(e]  Control  and  safeguard  any 
classified  information  furnished  to  those 
in  attendance  and  retrieve  the  material 
or  obtain  receipts,  as  required. 

(f]  Monitor  the  meetings  to  insure  that 
discussions  are  limited  to  the  level 
authorized. 

(g]  Insure  that  meetings  at  which 
classified  information  is  to  be  discussed 
will  be  held  only  in  a  United  States 
Government  area  or  at  a  cleared  facility 
of  a  Department  contractor  or 
consultant.  When  necessary  for  the 
accomplishment  of  essential  functions,  a 
meeting  involving  classified  information 
may  be  held  at  another  location 
provided  it  has  been  specifically 
authorized  by  the  Department  Security 
Officer, 

Subpart  F—Foreign  Government 
Information 

§  17.99  Identification. 

Foreign  Government  Information 
encompasses: 

(a]  Information  provided  to  the  United 
States  by  a  foreign  government  or 
international  organization  of 
governments  in  the  expectation, 
expressed  or  implied,  that  the 
information  is  to  be  kept  in  confidence; 
or 

(b]  Information  produced  by  the 
United  States  pursuant  to  a  written  joint 
agreement  with  a  foreign  government  or 
international  organization  of 
governments  requiring  that  either  the 
information  or  the  arrangement,  or  both, 
be  kept  in  confidence.  Such  a  written 
joint  agreement  may  be  evidenced  by  an 
exchange  of  lettere,  a  memorandum  of 
understanding,  or  other  written  record. 


§17.100  Classification. 

(a]  Foreign  Government  Information 
classified  and  provided  by  a  foreign 
government  or  international 
organization  of  governments  shall  retain 
its  original  classification  designation  or 
be  assigned  a  United  States 
classification  designation  that  will 
ensure  a  degree  of  protection  equivalent 
to  that  required  by  the  government  or 
organization  that  furnished  the 
information.  Original  classification 
authority  is  not  required  for  this 
purpose. 

(b]  Foreign  Government  Information 
that  was  not  classified  by  a  foreign 
entity  but  was  provided  with  the 
expectation,  expressed  or  implied,  that 
it  be  held  in  confidence  must  be 
classified.  The  procedure  for 
classification  prescribed  in  Subpart  B 
does  not  apply  to  the  classification  of 
Foreign  Government  Information 
because  Executive  Order  No.  12065 
provides  for  a  presumption  of  at  least 
identifiable  damage  to  the  national 
security  in  the  event  of  unauthorized 
disclosure  of  such  information. 

Therefore,  Foreign  Government 
Information  shall  be  classified  at  least 
Confidential,  and  higher  whenever  the 
damage  criteria  of  Secret  and  Top 
Secret  are  determined  to  be  met. 

§  17.101  Duration  of  classification. 

(a]  Foreign  Government  Information 
shall  be  exempt  from  the  automatic 
declassification  and  20  year  systematic 
review  requirements  of  Subpart  C. 

(b]  Unless  guidelines  developed 
pursuant  to  Subpart  B  prescribe  dates  or 
events  for  declassificaiton  or  for  review 
for  declassification: 

(1]  Foreign  Government  Informtion 
shall  not  be  assigned  a  date  or  event  for 
automatic  declassification  unless 
specified  or  agreed  to  by  the  foreign 
government  or  international 
organization  of  governments. 

(2]  Foreign  Government  Information 
classified  by  the  Department  on  or  after 
December  1, 1978,  shall  be  assigned  a 
date  for  review  for  declassification  up  to 
30  years  from  the  time  the  information 
was  classified  or  acquired,  whichever  is 
earlier.  Such  information  received 
undated  shall  be  dated  upon  receipt. 

The  provisions  of  §  17.19(b]  are 
applicable  to  the  classification  duration 
of  Foreign  Government  Information. 

(3]  Documents  or  material  classified 
before  December  1, 1978  that  contain 
Foreign  Government  Information  shall 
be  marked  for  review  for 
declassification  30  years  from  the  date 
of  origin,  e.g.,  “Review  on  (insert  date]." 
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§  17.102  Declassification  policy. 

In  weighing  the  need  to  protect 
information  against  the  possible  public 
interest  in  disclosure  as  prescribed  in 
§  17.37.  Department  ofHcials  shall 
respect  the  intent  of  this  regulation  to 
protect  Foreign  Government  Information 
and  conRdential  foreign  sources. 

§  17.103  Systematic  review. 

(a)  The  Attorney  General  shall,  in 
consultation  with  the  Archivist  of  the 
United  States  and,  where  appropriate, 
with  the  foreign  governments  or 
international  organizations  concerned, 
develop  systematic  review  guidelines 
for  30-year  old  Foreign  Government 
Information  in  the  possession  or  under 
the  control  of  the  Department.  These 
guidelines  shall  be  kept  current  through 
review  by  the  Attorney  General  at  least 
once  every  two  years  unless  earlier 
review  for  revision  is  requested  by  the 
Archivist  of  the  United  States.  The 
Director,  Office  of  Privacy  and 
Information  Appeals  shall  perform 
administrative  functions  necessary  to 
effect  such  review  by  the  Attorney 
General.  These  guidelines  shall  be 
authorized  for  use  by  the  Archivist  of 
the  United  States  and  may,  upon 
approval  of  the  Attorney  General,  be 
used  by  any  agency  having  custody  of 
the  same  categories  of  information. 

(b)  Thirty-year  old  Foreign 
Government  Information  originally 
received  by  the  Department  shall  be 
reviewed  in  accordance  with  guidelines 
developed  under  paragraph  (a)  of  this 
section.  If,  after  applying  the  guidelines 
to  this  information,  the  reviewer 
determines  that  continued  classification 
would  be  appropriate,  the  reviewer  shall 
submit  a  recommendation  for  extension 
to  the  Attorney  General. 

(c)  The  Attorney  General  may  extend 
the  classification  of  Foreign  Government 
Information  originally  received  by  the 
Department  beyond  30  years  when,  in 
accordance  with  the  provisions  of  this 
regulation,  such  extension  is  warranted. 
This  authority  may  not  be  delegated. 
When  classiHcation  is  extended  beyond 
30  years,  a  date  no  more  than  10  years 
later  may  be  set  for  declassification  or 
for  the  next  review.  That  action  and 
date  shall  be  marked  on  the  document. 
Subsequent  reviews  for  declassification 
shall  be  set  at  no  more  than  ten  year 
intervals  unless  a  longer  interval  has 
been  authorized  pursuant  to  §  17.40(b). 

§  17.104  Mandatory  review. 

Requests  for  mandatory  review  for 
declassification  of  Foreign  Government 
Information  shall  be  processed  and 
acted  upon  in  accordance  with  the 
provisions  of  §  17.44  through  §  17.52, 
except  that  Foreign  Government 


Information  will  be  declassified  only  in 
accordance  with  the  guidelines 
developed  for  such  purpose  and  after 
necessary  consultation  with  Offices, 
Boards,  Divisions  or  Bureaus  or  other 
government  agencies  with  subject 
matter  interest.  In  cases  where  these 
guidelines  cannot  be  applied  to  the 
Foreign  Government  Information 
requested,  or  in  the  absence  of  such 
guidelines,  consultation  with  the  foreign 
originator  through  appropriate  channels 
normally  should  be  effected  prior  to 
final  action  on  the  request.  When  the 
responsible  Office,  Board,  Division  or 
Bureau  is  knowledgeable  of  the  foreign 
originator’s  view  toward 
declassification  or  continued 
classification  of  the  types  of  information 
requested,  consultation  with  the  foreign 
originator  may  not  be  necessary. 

§  17.105  Equivalent  United  States 
classification  designations. 

Except  for  the  foreign  security 
classification  designation  restricted, 
foreign  classification  designations, 
including  those  of  international 
organizations  of  governments,  i.e., 

NATO  and  CENTO,  generally  parallel 
United  States  classification 
designations. 

§  17.106  Marking  other  foreign 
government  documents. 

(a)  If  the  security  classification 
designation  of  foreign  government 
documents  is  shown  in  English,  no  other 
classification  marking  shall  be  applied. 

If  the  security  classification  designation 
is  not  shown  in  English,  the  equivalent 
overall  United  States  classification 
designation  shall  be  marked 
conspicuously  on  the  document.  In  those 
cases  where  foreign  government 
documents  are  marked  with  a 
classification  designation  having  no 
United  States  equivalent,  such 
documents  shall  be  marked  and  handled 
in  accordance  with  §  17.106(b). 

(b)  Certain  foreign  governments  and 
international  organizations  of 
governments  use  a  fourth  classification 
designation  below  Confidential.  Such 
classification  may  be  designated  as 
Restricted.  If  foreign  government 
documents  are  marked  with  such  a 
classification  designation,  whether  or 
not  in  English,  no  United  States 
classification  marking  shall  be  applied 
but  the  Foreign  Government  Information 
so  designated  shall  be  protected  as 
United  States  Confidential  information. 

(c)  Dates  for  declassification  or  for 
review  for  declassification  shall  be 
marked  on  foreign  government 
documents  only  as  required  by  §  17.101 

.  and  §  17.103(c). 


(d)  In  most  cases,  other  marking 
requirements  prescribed  by  this 
regulation  for  United  States  classified 
documents  are  not  applicable  to 
documents  of  foreign  governments  or 
international  organizations  of 
governments. 

§  17.107  Marking  of  information  provided 
in  confidence. 

Documents  containing  Foreign 
Govenunent  Information  not  classified 
by  the  foreign  government  but  provided 
to  the  Department  in  confidence  shall  be 
classified  and  marked  with  an 
appropriate  United  States  classification. 

§  17.108  Marking  of  foreign  government 
information  in  Department  documents. 

Except  where  such  markings  would 
reveal  intelligence  information  Foreign 
Government  Information  incorporated 
into  Department  documents  shall  be 
identified  in  a  manner  that  ensures  that 
such  information  is  not  declassified 
prematurely  or  made  accessible  to 
nationals  of  a  third  coimtry  without 
consent  of  the  originator.  This 
requirement  may  be  satisfied  by 
including  the  appropriate  identification 
in  the  portion  or  paragraph 
classification  markings,  e.g..  (NATO-S) 
or  (U.K.-C). 

§  17.109  Other  foreign  government 
information. 

Classified  Foreign  Government 
Information  shall  be  safeguarded  or 
protected  as  prescribed  by  this 
regulation  for  United  States  classified 
information  of  a  comparable  level 

Subpart  G— Access,  Dissemination 
and  Accountability 

§17.110  Policy. 

(a)  No  person  may  be  given  access  to 
classified  information  or  material 
originated  by,  in  the  custody  or  under 
the  control  of  the  Department,  unless 
that  person  has  been  determined  to  be 
trustworthy  and  (except  as  provided  in 
§  17.111(e))  unless  access  is  necessary 
for  the  performance  of  official  duties. 
Procedures  shall  be  established  by  the 
Security  Programs  Managers  of  the 
Offices,  Boards,  Divisions  and  Bureaus 
to  prevent  any  unnecessary  access  to 
classified  information.  No  person  is 
authorized  to  have  access  to  classified 
information  solely  by  the  virtue  of  rank 
or  position.  Accordingly,  all  requests 
from  the  heads  of  the  Offices,  Boards. 
Divisions  and  Biureaus  to  the 
Department  Security  Officer  for  a 
personnel  security  clearance  shall 
contain  a  demonstrable  need  for  access 
to  classified  information.  Further,  the 
number  of  persons  cleared  and  granted 
access  to  classified  information  shall  be 
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maintained  at  the  minimum  number  that 
is  consistent  with  operational 
requirements  and  needs. 

(b)  The  determination  of 
trustworthiness  for  eligibility  for  access 
to  classified  information  (referred  to  as 
a  security  clearance)  shall  be  made  by 
the  Department  Security  Officer  or  his 
designee  and  shall  be  based  on 
appropriate  security  background 
investigations  in  accordance  with 
applicable  Executive  Orders, 

Department  regulations.  Intelligence 
Community  directives  and  Office  of 
Personnel  Management  guidelines. 
Current  and  valid  clearances  issued  to 
persons  by  other  agencies  of  the 
Executive  Bi'anch  may  be  accepted,  for 
access  purposes  only,  in  lieu  of  granting 
such  clearances  by  the  Department 
Security  Officer.  Such  clearance 
certification  shall  be  accomplished  by 
the  Department  Security  Officer,  upon 
request. 

(c)  The  Department  Security  Officer 
may  delegate,  in  writing,  the  authority  to 
grant  Department  employees  security 
clearances  to  qualified  Security 
Programs  Managers  when,  in  the 
estimation  of  the  Department  Security 
Officer,  he  is  assured  that  the 
operational  need  justifies  such 
delegation  and  that  such  officials  shall 
continually  apply  all  clearance  criteria 
in  a  uniform  and  correct  manner  during 
the  adjudication  of  personnel  security 
investigations.  In  those  instances  where 
such  authority  is  delegated,  the 
Department  Security  Officer  shall 
reserve  the  right  to  review  all  personnel 
security  cases  which  contain  derogatory 
information  that  could  be  a  deterrent  to 
eligibility  for  clearance.  The  Department 
Security  Officer  shall  reserve  the  right  to 
withdraw  such  authority  in  any  instance 
where  it  is  determined  that  Department 
clearance  policy  and  criteria  set  forth 
herein  are  not  being  expressly  followed. 

§  17.1 1 1  Access  by  persons  outside  the 
Executive  Branch. 

(a)  General.  In  accordance  with  the 
provisions  of  Department  Order  2620.6, 
classified  information  originated  by,  or 
in  the  custody  of,  the  Department  may 
be  made  available  to  individuals  or 
agencies  outside  the  Executive  Branch 
provided  that  such  information  is 
necessary  for  performance  of  a  function 
from  which  the  Government  will  derive 
a  benefit  or  advantage,  and  that  such 
release  is  approved  by  the  Attorney 
General  or  the  Assistant  Attorney 
General  for  Administration,  and  is  not 
prohibited  by  the  originating  department 
or  agency  (or  foreign  government  in  the 
case  of  Foreign  Government 
Information).  Recipients  must  be  shown 
to  be  trustworthy  by  the  Department 


Security  Officer  and  recipients  must 
agree  to  safeguard  the  information  in 
accordance  with  the  provisions  of  this 
regulation.  Heads  of  Offices,  Boards, 
Divisions  and  Bureaus  shall  determine, 
prior  to  the  release  of  classified 
information,  the  propriety  of  such 
action,  in  the  interest  of  the  national 
security  and  the  recipient's  security 
clearance  status  and  need-to-know. 

(b)  Congress.  Access  to  classified 
information  by  Congress,  its  conunittees, 
members,  and  staff  representatives  shall 
be  in  accordance  with  the  provisions  of 
Department  Order  2620.6.  Any 
Department  employee  testifying  before  a 
Congressional  Committee  in  executive 
session  in  relation  to  a  classified  matter 
shall  obtain  the  assurance  of  the 
committee  that  individuals  present  have 
a  security  clearance  commensurate  with 
the  highest  classification  of  the 
information  that  may  be  discussed. 
Members  of  Congress,  by  virtue  of  their 
elected  positions,  are  not  investigated  or 
cleared  by  the  Department. 

(c)  Non-Contractor  Personnel. 
Personnel  outside  the  Executive  Branch 
who  are  not  subject  to  any  Department 
contracts  or  grants  and  therefore  are 
exempt  from  the  provisions  of  the 
Defense  Industrial  Security  Program  and 
who  require  access  to  classified 
information  originated  by  or  in  the 
custody  of  the  Department,  shall  be 
processed  for  such  clearance  in 
accordance  with  the  provisions  of 
Department  Order  2620.2. 

(d)  Contractor  Personnel.  Personnel 
who  are  subject  to  a  Department 
contract  or  grant  or  who  are  rendering 
consultant  services  to  the  Department 
and  require  access  to  classified 
information  originated  by  or  in  the 
custody  of  the  Department  shall  be 
processed  for  such  access/clearance  in 
accordance  with  the  provisions  of  the 
Defense  Industrial  Security  Program  and 
Department  Order  2600.3. 

(e)  Historical  Researchers  and  Former 
Presidential  Appointees.  (1)  The 
requirement  in  §  17,110  that  access  to 
classified  information  may  be  granted 
only  as  is  necessary  for  the  performance 
of  official  duties  may  be  waived  for 
persons  who: 

(1)  Are  engaged  in  historical  research 
projects  or 

(ii)  Have  previously  occupied  policy¬ 
making  positions  to  which  Aey  were 
appointed  by  the  President. 

(2)  All  persons  receiving  access 
pursuant  to  this  subparagraph  must 
have  been  determined  to  be  trustworthy 
by  the  Department  Security  Officer  as  a 
precondition  before  receiving  access. 
Such  determination  shall  be  based  on 
such- investigation  as  the  Department 
Security  Officer  deems  appropriate. 


Historical  researchers  and  former 
Presidential  appointees  shall  not  have 
access  to  Foreign  Government 
Information  without  the  written 
permission  fi:om  appropriate  authority  of 
the  foreign  government  concerned. 

(3)  Waivers  of  the  “need-to-know” 
requirement  under  this  subparagraph 
may  be  granted  by  the  Department 
Security  Officer  provided  that  the 
Security  Programs  Manager  of  the 
Office,  Board,  Division  or  Bureau  with 
classification  jurisdiction  over  the 
information  being  sought: 

(i)  Makes  a  written  determination  that 
such  access  is  consistent  with  the 
interests  of  national  seciuity; 

(ii)  Limits  such  access  to  specific 
categories  of  information  over  which  the 
Department  has  classification 
jurisdiction; 

(iii)  Maintains  custody  of  the 
classified  information  at  a  Department 
facility;  * 

(iv)  Obtains  the  recipient’s  written 
and  signed  agreement  to  safeguard  the 
information  in  accordance  with  the 
provisions  of  this  regulation  and  to 
authorize  a  review  of  any  notes  and 
manuscript  for  determination  that  no 
classified  information  is  contained 
therein; 

(v)  And  in  the  case  of  former 
Presidential  appointees,  limits  their 
access  to  items  that  such  former 
appointees  originated,  reviewed,  signed 
or  received  while  serving  as  a 
Presidential  appointee  and  insures  that 
such  appointee  does  not  remove  or 
cause  to  be  removed  any  classified 
information  reviewed. 

(4)  If  access  requested  by  historical 
researchers  and  former  Presidential 
appointees  requires  the  rendering  of 
services  for  which  fair  and  equitable 
fees  may  be  charged  pursuant  to  31 
U.S.C.  483a,  the  requestor  shall  be  so 
notified  and  fees  may  be  imposed. 

[1]  Judicial  proceedings.  (1)  Any 
Department  employee  or  organization 
receiving  an  order  or  subpoena  from  a 
Federal  or  State  court  to  produce 
National  Security  Information;  required 
to  submit  National  Security  Information 
for  official  Department  litigative 
purposes;  or  receiving  National  Security 
Information  from  another  organization 
for  production  of  such  in  litigation,  shall 
immediately  determine  from  the  agency 
originating  the  classified  information 
whether  the  information  can  be 
declassified. 

(2)  If  declassification  is  not  possible, 
the  Department  employee  or 
organization  and  the  assigned 
Department  legal  counsel  in  the  case 
shall  take  all  appropriate  action  to 
protect  such  information  pursuant  to  the 
provisions  of  this  paragraph. 
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(3)  If  a  determination  is  made  to 
produce  such  information  in  a  judicial 
proceeding  in  any  manner,  the  assigned 
Department  legal  counsel  shall  take  all 
steps  necessary  to  ensure  the 
cooperation  of  the  court  and  where 
appropriate,  opposing  counsel,  in 
safeguarding  and  retrieving  the 
information  piusuant  to  the  provisions 
of  this  regulation.  The  following 
minimum  security  safeguards  shall  be 
requested  of  the  court  and,  where 
appropriate,  sought  to  be  included  in  a 
judicial  protective  order: 

(i)  Every  effort  shall  be  made  to  limit 
production  of  classified  information  to 
an  in  camera  exparte  review  by  the 
court  to  determine  the  relevancy  of  the 
classiHed  information  in  question. 

(ii)  Classified  information  shall  not  be 
introduced  into  evidence  or  otherwise 
disclosed  at  a  proceeding  without  the 
prior  approval  of  either  the  originating 
agency,  the  Attorney  General,  or  the 
President. 

(iii)  Attendance  at  any  proceeding 
where  classified  information  is  to  be 
introduced  or  disclosed  should  be 
limited  to  the  judge(s)  of  the  court  and  to 
those  other  persons  whose  duties 
require  knowledge  or  possession  of  the 
classified  information  and  who  have 
been  determined  to  be  trustworthy  by 
the  Department  Security  Officer. 

(iv)  All  such  proceedings  shall  be  held 
in  a  secured  court  or  hearing  room 
pursuant  to  Department  security 
procedures  and  regulations. 

(v)  Dissemination  and  accountability 
controls  shall  be  established  for  all 
classified  information  o^ered  for 
identification  or  inti’oduced  into 
evidence  at  such  proceedings. 

(vi)  All  transcripts  of  such 
proceedings  shall  be  appropriately 
marked  to  show  the  classified  portions 
and  placed  under  seal  upon 
transcription. 

(vii)  All  classified  information 
including  the  appropriate  portions  of  the 
transcript  shall  be  handled  and  stored  in 
a  manner  consistent  with  the  provisions 
of  tliis  regulaiion. 

(viii)  At  the  conclusion  of  the 
proceeding,  all  classified  information 
shall  be  returned  to  the  Department  or 
placed  imder  seal  by  the  court. 

(ixj  All  classified  notes,  drafts,  or  any 
other  documents  generated  during  the 
course  of  the  proceedings  and 
containing  classified  information  shall 
be  retrieved  by  Department  employees 
and  inunediately  transferred  to  the 
Department  for  safeguarding  and 
destruction  as  appropriate. 

(x)  Ail  persons  who  become  privy  to 
classified  information  disclosed  under 
the  provisions  of  this  section  shall  be 
fully  advised  as  to  the  classification 


level  of  such  information,  all  pertinent 
safeguarding  and  storage  requirements, 
and  their  liability  in  the  event  of 
unauthorized  disclosure. 

(4)  This  subparagraph  shall  apply  to 
all  litigation,  including  matters  arising 
imder  the  Freedom  of  Information  Act,  5 
U.S.C.  552,  as  amended. 

§  17.1 12  Access  by  foreign  national, 
foreign  governments,  international 
organizations,  and  immigrant  aliens. 

(aj  Classified  information  may  be 
released  to  foreign  nationals,  foreign 
governments  and  international 
organizations,  only  when  authorized 
under  the  provisions  of  the  National 
Disclosure  Policy  l/lO. 

(b)  If  it  is  in  the  interest  of  the 
national  security.  Secret  and 
Confidential  information  may  be 
released,  on  a  limited  basis,  to 
immigrant  aliens  in  the  performance  of 
official  duties,  provided  that  the 
Department  Security  Officer  determines 
the  individual  is  reliable  and 
trustworthy  in  accordance  with  this 
Subpart. 

(c)  Immigrant  aliens  may  be  granted  a 
Limited  Access  Authorization  to  Top 
Secret  information  provided  that  the 
head  of  the  Office,  Board,  Division  or 
Bureau  concerned  makes  a  personal 
written  request  and  determination  to  the 
Department  Security  Officer  that  such 
access  is  essential  to  meet  Government 
requirements  and  that  the  Department 
Security  Officer  determines  that  the 
individual  is  reliable  and  trustwinrthy  in 
accordance  with  this  Subpart. 

§  17.1 13  Procedures  For  Requesting  a 
Security  Clearance  for  a  Department 
Employee. 

Requests  for  determination  of 
eligibility  for  a  security  clearance  shall 
be  in  the  form  of  a  memorandum 
addressed  from  the  head  of  the  Office, 
Board,  Division  or  Bureau  concerned  to 
the  Department  Security  Officer. 
Exception  to  this  requirement  may  be 
granted  in  accordance  with  the 
provisions  of  §  17.110(c).  Two  copies  of 
the  request  shall  be  submitted.  The 
memorandum  shall  contain  the 
following  items: 

(a)  Degree  of  clearance  requested. 
National  security  clearances  are 
categorized  into  three  categories, 
namely  Top  Secret,  Secret,  and 
Confidential.  The  categories  of  security 
clearances  are  related  directly  to  the 
levels  of  National  Security  Information 
to  which  access  is  required. 

(b)  Justification  for  requested 
clearance.  A  person  must  have  a  need 
for  access  to  the  particular  classified 
information  or  material  sought  in 
connection  with  his/her  official  duties 


or  obligations.  This  need-to-know  is  the 
essence  for  any  justification  for  a 
security  clearance.  The  justification  for 
a  clearance  does  not  have  to  be  long  or 
detailed,  however,  a  strict  need-to-^ow 
shall  be  established  before 
consideration  to  grant  a  security 
clearance  can  be  given. 

(c)  Continuous  evaluation  ofneed-to- 
know.  A  continuing  review  of  the 
established  need-to-know  shall  be 
conducted  by  the  Security  Programs 
Manager. 

(d)  Request  for  administrative 
withdrawal.  Ibe  head  of  each  Office, 
Board,  Division  or  Bureau  shall  make 
provision  to  request  the  administrative 
withdrawal  of  a  security  clearance  of 
persons  for  whom  there  is  no 
foreseeable  need  for  access  to  classified 
information  or  material  in  connection 
with  the  performance  of  their  official 
duties,  for  example,  termination  of 
employment  or  change  in  position. 
Likewise,  when  a  person  no  longer 
needs  access  to  classified  material 
bearing  a  particular  security 
classification  category,  a  request  that 
the  security  clearance  be  adjusted  to  the 
classification  category  still  required  for 
the  performance  of  his/her  official 
duties  and  obligations  shall  be  made  by 
the  Security  Programs  Manager  of  the 
Office,  Board,  Division  or  Bureau 
concerned.  In  both  instances,  such 
action  resultant  from  these  requests  will 
be  without  prejudice  to  the  person’s 
eligibility  for  futme  security  clearances. 

§  17.1 14  Other  access  situations. 

When  necessary  in  the  interests  of 
national  security,  the  Attorney  General 
or  the  Assistant  Attorney  General  f(V 
Administration  may  authorize  access  by 
persons  outside  the  Federal 
Government,  other  than  those 
enumerated  above,  to  classified 
information  upon  determining  that  (a) 
the  recipient  is  trustworthy  for  the 
purpose  of  accomplishing  a  national 
security  objective  and  (b)  that  the 
recipient  can  and  will  safeguard  the 
information  from  unauthorized 
disclosure.  The  clearance  procedures 
and  provisions  of  Department  Order 
2620.6  shall  be  followed  in  such 
instances. 

§  17.115  Dissemination. 

(a)  Policy.  Expect  as  otherwise 
provided  by  section  102  of  the  National 
Security  Act  of  1947,  50  U.S.C.  403, 
classified  information  originating  within 
the  Department  may  not  be 
disseminated  outside  any  other  agency 
to  which  it  has  been  made  available 
without  the  consent  of  the  Department. 
Conversely,  classified  information 
originating  in  a  department  or  agency 
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other  than  the  Department  shall  not  be 
disseminated  outside  the  Department 
without  first  obtaining  the  consent  of  the 
originating  department  or  agency. 

Office,  Board,  Division  and  Bureau 
Security  Programs  Managers  shall 
establish  procedures  consistent  with 
this  regulation  for  the  dissemination  of 
classified  information.  The  originating 
official  or  Office,  Board,  Division  or 
Bureau  may  prescribe  specific 
restrictions  on  dissemination  of 
classified  information  when  necessary. 

(b)  Restraint  on  Reproduction.  All  or 
portions  of  documents  and  materials 
that  contain  Top  Secret  information 
shall  not  be  reproduced  without  the 
consent  of  the  originator  or  higher 
authority.  Any  stated  prohibition  or 
marking  on  any  classified  document 
(regardless  of  classification)  against  . 
reproduction  shall  be  strictly  observed 
(see  Subpart  D).  The  following  measures 
apply  to  reproduction  equipment  and  to 
the  reproduction  of  classified 
information: 

(1)  Copying  of  documents  containing 
classified  information  shall  be 
minimized; 

(2)  Officials  within  each  Office,  Board, 
Division  or  Bureau  shall  be  authorized 
by  the  Security  Programs  Manager,  in 
writing,  to  approve  the  reproduction  of 
Top  Secret  and  Secret  information;  shall 
be  designated  by  position  title,  and  shall 
review  the  need  for  reproduction  of 
classified  documents  with  a  view 
toward  minimizing  reproduction; 

(3)  Specific  reproduction  equipment 
shall  be  designated  for  the  reproduction 
of  classified  information.  Rules  for 
reproduction  of  classified  information 
shall  be  posted  on  or  near  the 
designated  equipment; 

(4)  Notices  prohibiting  reproduction  of 
classified  information  shall  be  posted  on 
equipment  used  only  for  the 
reproduction  of  unclassified 
information; 

(5)  Security  Programs  Managers  shall 
ensure  that  equipment  used  for 
reproduction  of  classified  material  does 
not  leave  latent  images  in  the  equipment 
or  on  other  material; 

(6)  All  copies  of  classified  documents 
reproduced  for  any  purpose,  including 
those  incorporated  into  a  working  paper, 
are  subject  to  the  same  controls 
prescribed  for  the  document  from  which 
the  reproduction  is  made  and; 

(7)  Records  shall  be  maintained  to 
show  the  number  and  distribution  of 
reproduced  copies  of  all  Top  Secret 
documents  and  of  ail  classified 
documents  covered  by  special  access 
programs  distributed  outside  the 
Department.  Also,  records  shall  be 
maintained  concerning  all  Secret  and 
Confidential  documents  which  are 


marked  with  special  dissemination  and 
reproduction  limitations. 

§  17.1 16  Transmission  of  top  secret 
information. 

Transmission  of  Top  Secret 
information  shall  be  effected  only  by: 

(a)  Authorized  and  cleared 
Department  messenger-courier  services, 

(b)  The  Department  of  State  Courier 
System, 

(c)  The  Armed  Forces  Courier  Service, 

(d)  Cleared  and  designated 
Department  employee  traveling  on  a 
conveyance  owned,  controlled  or 
chartered  by  the  Government, 

(e)  Cleared  and  designated 
Departmemt  employees  traveling  by 
surface  transportation, 

(f)  Cleared  and  designated 
Department  employees  traveling  on 
scheduled  commercial  passenger 
aircraft  within  and  between  the  United 
States,  its  Territories  and  Canada. 

(g)  Cleared  and  designated 
Department  contractors  traveling  within 
and  between  the  United  States  and  its 
Territories  provided  that  the 
transmission  has  been  authorized  in 
writing  by  the  appropriate  contracting 
officer  or  his  designated  representative 
and,  the  designated  employees  have 
been  briefed  in  their  responsibilities  as 
couriers  or  escorts  for  the  protection  of 
Top  Secret  material, 

(h)  A  crytographic  communication 
system  authorized  by  the  Director, 
National  Security  Agency,  or  other 
secure  communications  circuits 
approved  by  the  Department  Security 
Officer. 

§  17.1 17  Transmission  of  secret  and 
confidential  information. 

Transmission  of  Secret  and 
Confidential  information  may  be 
effected  by: 

(a)  Any  of  the  means  approved  for  the 
transmission  of  Top  Secret  information 
except  that  Secret  information  may  be 
introduced  into  the  Armed  Forces 
Courier  Service  only  when  the  control  of 
such  information  cannot  be  othenvise 
maintained  in  United  States  custody; 

(b)  Appropriately  cleared  Department 
contractors  within  and  between  the 
United  States  and  it  Territories  provided 
that  (1)  the  designated  individuals  have 
been  briefed  in  their  responsibilities  as 
couriers  or  escorts  for  protecting 
classified  information;  and  (2)  the 
classified  information  remains  under  the 
constant  custody  and  protection  of  the 
contractor  personnel  at  all  times; 

(c)  United  States  Postal  Service 
registered  mail  with  registered  mail 
receipt  within  and  between  the  50 
States,  the  District  of  Columbia,  and 
Puerto  Rico; 


(d)  United  States  Postal  Service 
registered  mail  with  registered  mail 
receipt  through  DOD  Postal  Service 
facilities  outside  the  50  States,  the 
District  of  Columbia,  and  Puerto  Rico, 
provided  that  the  information  does  not 
at  any  time  pass  out  of  United  States 
citizen  control  and  does  not  pass 
thro^h  a  foreign  postal  system  or  any 
foreign  inspection; 

(e)  United  States  Postal  Service  and 
Canadian  registered  mail  with  registered 
mail  receipt  between  United  States 
Government  and  Canadian  government 
installations  in  the  United  States  and 
Canada; 

,(f)  Government  and  Government 
contract  vehicles  including  aircraft,  • 
ships  of  the  United  States  Navy,  civil 
service  operated  United  States  Naval 
ships,  and  ships  of  United  States 
registry  when  these  carriers  are  under 
appropriately  cleared  escort  personnel. 
Appropriately  cleared  operators  of 
vehicles,  officers  of  ships  or  pilots  of 
aircraft  who  are  United  States  citizens 
may  be  designated  as  escorts  provided 
the  control  of  the  carrier  is  maintained 
on  a  24-hour  basis.  The  escort  shall 
protect  the  shipment  at  all  times, 
through  personal  observation  or 
authorized  storage  to  prevent  inspection, 
tampering,  pilferage,  or  unauthorized 
access.  However,  observation  of  the 
shipment  is  not  required  during  the 
period  it  is  stored  in  an  aircraft  or  ship 
in  connection  with  flight  or  sea  transit, 
provided  the  shipment  is  loaded  into  a 
compartment  that  is  not  accessible  to 
any  unauthorized  persons  or  in  a 
specialized  secure,  safe-like  container. 

§  1 7. 1 1 8  Transmission  of  classified 
information  to  foreign  governments. 

Subsequent  to  a  determination  by 
competent  authority  that  classifed 
information  may  be  released  to  a  foreign 
government,  it  shall  be  transmitted  only 
to  an  embassy  or  official  agency  or 
representative  of  the  recipient 
government. 

§  17.1 19  Envelopes  or  containers. 

(a)  Whenever  classified  information  is 
transmitted,  it  shall  be  enclosed  in  two 
opaque  sealed  envelopes  or  similar 
wrappings  where  size  permits,  except  as 
provided  below. 

(b)  Whenever  classified  material  is 
transmitted  and  the  size  of  the  material 
is  not  suitable  for  transmission  in 
accordance  wi)h  §  17.119(a),  it  shall  be 
enclosed  in  two  opaque  sealed 
containers,  such  as  boxes  or  heavy 
wrappings. 

(c)  Material  used  for  packaging  shall 
be  of  such  strength  and  durability  as  to 
provide  security  protection  while  in 
transit,  to  prevent  items  from  breaking 
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out  of  the  container,  and  to  facilitate  the 
detection  of  any  tampering  with  the 
container.  The  outer  wrappings  shall 
conceal  all  classifed  characteristics. 

§  17.120  Addressing. 

(a)  Addresses  forwarding  classified 
infdrmation  shall  be  specific  so  that 
couriers/messengers  may  easily  identify 
the  intended  recipients.  Use  of  office 
code  numbers  or  such  phrases  in  the 
address  as  "Attention:  Research 
Department,"  or  similar  aids  in 
expediting  internal  routing,  in  addition 
to  the  organization  address  is 
encoiuaged. 

(b)  Classified  written  information 
should  be  folded  in  such  a  manner  that 
the  text  will  not  be  in  direct  contact 
with  the  inner  envelope  or  container.  A 
receipt  form  shall  be  attached  to  or 
enclosed  in  the  inner  envelope  or 
container  for  all  classified  information. 
When  written  materials  of  different 
classifications  are  transmitted  in  one 
package,  they  shall  be  wrapped  in  a 
single  inner  envelope  or  container.  A 
receipt  listing  all  classifed  information 
shall  be  attached  or  enclosed.  The  inner 
envelope  or  container  shall  be  marked 
with  the  highest  classihcation  of  the 
contents. 

(c)  The  inner  envelope  or  container 
shall  show  the  address  of  the  receiving 
activity,  classification,  including,  where 
appropriate,  the  “Restricted  Data” 
marking,  and  any  applicable  special 
instructions.  It  shall  be  carefully  sealed 
to  minimize  the  possibility  of  access 
without  leaving  evidence  of  tampering. 

(d)  An  outer  or  single  envelope  or 
container  shall  show  the  complete  and 
correct  address  of  the  receiving  activity 
and  the  retiun  address  of  the  sender. 

(e)  An  outer  cover  or  single  envelope 
or  container  shall  not  bear  a 
classification  marking,  a  listing  of  the 
contents  divulging  classified 
information,  or  any  other  unusual  data 
or  marks  that  might  invite  special 
attention  to  the  fact  that  the  contents 
are  classibed. 

(f)  Care  must  be  taken  to  ensure  that 
classiHed  information  intended  only  for 
the  United  States  elements  of 
international  staffs  or  other 
organizations  is  addressed  specifically 
to  those  elements. 

§  17.121  Receipt  systems. 

(a)  Top  Secret  information  shall  be 
transmitted  under  a  chain  of  receipts 
covering  each  individual  who  receives 
custody. 

(b)  Secret  and  Confidential 
information  shall  be  transmitted  by  a 
receipt  between  activities  and  other 
authorized  addressees.  Except  that  in 
lieu  of  receipts,  the  heads  of  Offices, 


Boards,  Divisions  and  Bureaus  may 
prescribe  such  procedures  as  are 
necessary  to  control  effectively  Secret 
and  Conhdential  information. 

(c)  Receipts  shall  be  provided  by  the 
transmitter  of  the  material  and  the  forms 
shall  be  attached  to  the  inner  envelope 
or  cover. 

(1]  Receipt  forms  shall  be  unclassified 
and  contain  only  such  information  as  is 
necessary  to  identify  the  material  being 
transmitted. 

(2)  Receipts  shall  be  retained  for  at 
least  two  years. 

§  17.122  Transmission  exceptions. 

Exceptions  to  the  transmission 
requirements  for  classified  information 
may  be  authorized  by  the  Department 
Security  Officer,  provided  the  exception 
affords  an  equal  amount  of  protection 
and  accountability  as  that  provided  by 
the  requirements  set  forth  above. 
Proposed  exceptions  that  do  not  meet 
these  minimum  standards  shall  not  be 
approved. 

§  17.123  General  courier  restrictions. 

Appropriately  cleared  personnel  may 
be  authorized  to  escort/hand-carry 
classified  material  between  their 
organization  and  an  office  to  be  visited, 
subject  to  the  following  conditions: 

(a)  The  storage  provisions  of  this 
regulation  shall  apply  at  all  stops 
enroute  to  the  destination,  unless  the 
information  is  retained  in  the  personal 
possession  and  constant  siurveillance  of 
the  individual  at  all  times.  The  hand¬ 
carrying  of  classified  information  on 
trips  that  involve  an  overnight  stopover 
is  not  permissible  without  advance 
arrangements  for  proper  overnight 
storage  in  a  Government  installation  or 
a  cleared  contractor's  facility. 

(b)  Classified  material  shall  not  be 
read,  studied,  displayed,  or  used  in  any 
manner  in  public  conveyances  or  places. 

(c)  When  classified  material  is  carried 
in  a  private,  public,  or  Government 
conveyance,  it  shall  not  be  stored  in  any 
detachable  storage  compartment  such  as 
automobile  trailers  or  luggage  racks. 

(d)  Security  Programs  Managers  shall 
provide  a  written  statement  to  all 
individuals  escorting  or  carrying 
classified  material  aboard  commercial 
passenger  aircraft  authorizing  such 
transmission.  This  authorization 
statement  may  be  included  in  official 
travel  orders  and  should  ordinarily 
permit  the  individual  to  pass  through 
passenger  control  points  without  the 
need  for  subjecting  the  classified 
material  to  inspection.  Specific 
procedures  for  carrying  classified 
documents  aboard  commercial  aircraft 
are  contained  in  §  17.125.  The  Security 
Programs  Managers  shall  ensure  that 


employees  carrying  classified 
information  abroad  have  obtained  an 
official  passport  and  other  necessary 
documentations  as  required  by  the 
Department  of  State. 

(e)  Each  activity  shall  account  for  all 
classified  information  carried  or 
escorted  by  travelling  personnel. 

(f)  Individuals  authorized  to  carry  or 
escort  classified  material  shall  be  ^lly 
informed  of  the  provisions  of  this 
Subpart  prior  to  departure  from  their 
duty  station. 

§  17.124  Restrictions  on  hand-carrying 
classified  information  aboard  commierctal 
passenger  aircraft 

Classified  information  shall  not  be 
hand-carried  aboard  commercial 
passenger  aircraft  unless: 

(a)  There  are  no  other  authorized 
means  available  to  move  the 
information  to  accomplish  operational 
objectives  or  contract  requirements  in  a 
timely  maimer. 

(b)  The  hand-carrying  has  been 
authorized  by  the  Department  Security 
Officer  or  the  Security  Programs 
Manager  of  the  Office,  Board,  Division 
or  Bureau  concerned,  or  by  their 
designated  Security  Officers. 

(c)  The  hand-carrying  is  accomplished 
aboard  a  United  States  carrier.  Foreign 
carriers  will  be  utilized  only  when  no 
United  States  carrier  is  available  and 
then  the  information  must  remain  in  the 
custody  and  physical  control  of  the 
United  States  escort  at  all  times. 

§  17.125  Procedures  for  hand-carrying 
classified  information  on  commercial 
passenger  aircraft 

(a)  Basic  Requirements.  (1)  Advance 
and  continued  coordination  by  the 
Office,  Board,  Division  or  Bureau  shall 
be  made  with  departme  airline  and 
terminal  officials  and,  where  possible, 
with  intermediate  transfer  terminals  to 
develop  mutually  satisfactory 
arrangements  within  the  terms  of  this 
issuance  and  FAA  guidance. 
Specifically,  a  determination  should  be 
made  beforehand  as  to  whether 
documentation  described  in  §  17.125(c), 
will  be  required.  Local  Federal  Aviation 
Administration  Secmity  Officers  can  be 
of  assistance  in  making  this 
determination. 

(2)  The  individual  designated  as 
courier  shall  be  in  possession  of  a 
Department  picture  identification  card 
and  written  authorization  from  the 
Security  Programs  Manager  of  the 
organization  concerned  or  the 
Department  Security  Officer  to  carry 
classified  information. 

(3)  The  courier  shall  be  briefed  as  to 
the  provisions  of  this  Subpart. 
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(b)  Procedures  for  Carrying  Classified 
Information.  Persons  carrying  classified 
information  should  process  through  the 
airline  ticketing  and  boarding  procedure 
in  the  same  manner  as.  all  other 
passengers  except  for  the  following: 

(1)  The  classified  information  being 
carried  shall  contain  no  metal  bindings 
and  shall  be  contained  in  sealed 
envelopes  or  other  suitable  containers. 
Should  such  envelopes  or  packages  be 
contained  in  a  briefcase  or  other  carry- 
on  luggage,  the  briefcase  or  luggage 
shall  be  routinely  offered  for  opening 
and  inspection  for  weapons. 

(2)  Opening  or  reading  of  the 
classified  document  by  the  screening 
official  is  not  permitted. 

(c)  Procedures  for  Transporting 
Classified  Information  in  Large 
Packages.  Classified  information  in 
large  sealed  or  packaged  containers 
shall  be  processed  as  follows: 

(1)  The  Department  official  who  has 
authorized  the  transport  of  the  classified 
information  shall  notify  the  appropriate 
air  carrier  in  advance. 

(2)  The  passenger  carrying  the 
information  shall  report  to  the  affected  ' 
airline  ticket  counter  prior  to  boarding, 
present  his  documentation  and  the 
package  or  cartons  to  be  exempt  from 
screening.  The  airline  representative 
will  be  requested  to  review  the 
documentation  and  description  of  the 
containers  to  be  exempt. 

(3)  If  satisfied  with  die  identification 
of  the  passenger  and  his  documentation, 

,  the  airline  official  will  be  requested  to 
provide  the  passenger  with  an  escort  to 
the  screening  station  and  authorize  the 
screening  persoimel  to  exempt  the 
container  from  physical  or  other  type 
inspection. 

(4)  If  the  airline  officials  or  screening 
personnel  refuse  to  permit  the  package 
to  be  loaded  onto  the  aircraft  without 
inspection,  the  courier  will  contact  the 
appropriate  Department  official  for 
further  instructions. 

(5)  The  actual  loading  and  unloading 
of  the  information  will  be  under  the 
supervision  of  a  representative  of  the  air 
carrier;  however,  appropriately  cleared 
personnel  shall  accompany  the  material 
and  keep  it  under  surveillance  during 
loading  and  imloading  operations.  In 
addition,  appropriately  cleared 
personnel  must  be  available  to  conduct 
surveillance  at  any  intermediate  stops 
where  the  cargo  compartment  is  to  be 
opened. 

§  17.126  Accountability  of  Top  Secret 
Information. 

(a)  Top  Secret  Control  Officers  and 
alternate  Top  Secret  Control  Officers 
shall  be  designated,  in  writing,  by 
Security  Programs  Managers  within  all 


Offices,  Boards,  Divisions  and  Bureaus. 
Copies  of  such  designations  shall  be 
forwarded  to  the  Department  Security 
Officer.  Such  officers  shall  be 
responsible  for  receiving,  transmitting, 
and  maintaining  accountability  registers 
for  Top  Secret  information.  They  shall 
be  selected  on  the  basis  of  experience, 
reliability,  and  shall  have  appropriate 
security  clearances.  Further,  Security 
Programs  Managers  shall  ensure  that 
written  procedures  concerning 
accountability  of  Top  Secret  information 
are  promulgated.  A  copy  of  such 
procedures  shall  be  forwarded  to  the 
Department  Security  Officer. 

(b)  All  Top  Secret  information 
received  or  originated  with  the 
Department  shall  be  immediately 
registered  by  an  appropriate  Top  Secret 
Control  Officer  or  alternate.  Such 
registering  process  shall  include  the 
recording  of:  the  date  the  document  was 
received  and  originated;  the 
classification  of  the  document;  the 
number  of  copies;  the  title  and 
description  of  the  document;  the 
disposition  and  date;  the  location  of  the 
document;  and  the  serial  number 
assigned  to  the  document.  For  example, 
the  25th  Top  Secret  document  received 
within  Criminal  Division  during  1980 
could  be  assigned  the  following  Top 
Secret  control  number:  CRM-80-0025. 

(c)  Top  Secret  accountability  registers 
shall  be  maintained  by  each  originating 
and  receiving  office  for  all  Top  Secret 
documents  received  or  in  its  custody. 

(d)  The  name  and  title  of  all 
individuals,  including  stenographic  and 
clerical  personnel,  to  whom  information 
in  Top  Secret  documents  has  been 
disclosed,  and  the  date  of  such 
disclosure,  shall  be  recorded.  The  use  of 
a  sheet  of  paper  permanently  attached 
to  the  document  concerned  may  serve  as 
a  disclosure  record  or  log  for  these 
purposes.  Disclosures  to  individuals 
who  may  have  had  access  to  containers 
in  which  Top  Secret  information  is 
stored  need  not  be  recorded  on 
disclosure  records.  Disclosure  records 
shall  be  retained  for  two  years  after  the 
document  concerned  is  transferred, 
downgraded  or  destroyed. 

§  17.127  Inventories. 

Top  Secret  documents  and  material 
shall  be  inventoried  at  least  once 
annually.  Repositories,  libraries,  or 
activities  which  store  large  volumes  of 
classified  information,  however,  may 
limit  their  annual  inventory  to 
documents  and  material  which  have  . 
been  disclosed  within  the  past  year,  and 
10  percent  of  the  remaining  inventory.  If 
a  storage  system  contains  large  volumes 
of  information  and  security  measures 
are  adequate  to  prevent  access  by 


unauthorized  persons,  a  request  for 
waiver  of  the  annual  inventory 
requirement  accompanied  by  full 
justification  may  be  submitted  to  the 
Department  Security  Officer. 

§  1 7. 1 28  Accountability  of  secret  and 
confidential  information. 

Security  Programs  Managers  within 
qll  Offices,  Boards,  Divisions,  and 
Bureaus  are  responsible  for  ensuring 
that  accountability  procedures  for 
Secret  and  Confidential  information  are 
established  within  their  respective 
organizations.  Such  procedures  shall  be 
written  and  shall  pertain  to  Secret  and 
Confidential  information  originated  or 
received  by  a  Department  component; 
distributed  or  routed  to  a  subelement  of 
such  component;  and  disposed  of  by  the 
component  by  transfer  of  custody  or 
destruction.  Copies  of  written 
procedures  for  the  accountability  and 
control  of  Secret  and  Confidential 
information  shall  be  forwarded  to  the 
Department  Security  Officer.  As  a 
minimum,  such  procedures  shall  provide 
for  the  identity  of  the  document;  the 
date  of  receipt;  and  the  disposition  of 
the  document, 

§  17.129  Accountability  of  reproduced 
documents. 

Reproduced  copies  of  Top  Secret, 
Secret  and  Confidential  documents  are 
subject  to  the  same  accountability  and 
controls  as  the  original  documents  (see 
§17.115(b]). 

§  17.130  Working  papers. 

Working  papers  are  classified 
documents  and  material  accumulated  or 
created  in  the  preparation  of  finished 
documents  and  material.  Working 
papers  containing  classified  information 
shall  be  dated  when  created;  marked 
with  the  highest  classification  of  any 
information  contained  therein;  protected 
in  accordance  with  the  assigned 
classification;  destroyed  when  no  longer 
needed;  marked  with  a  declassification 
or  review  date  when  placed  in 
permanent  files.  Working  papers  shall 
be  accounted  for  and  controlled  in  the 
manner  prescribed  for  a  finished 
document  of  comparable  classification 
when  released  by  the  originator  or 
transmitted  through  message  center 
channels;  filed  permanently;  or  retained 
more  than  180  days  from  date  of  origin. 

Subpart  H— Disposal  and  Destruction 
of  Classified  Information 

§17.131  Policy. 

All  record  and  nonrecord  National 
Security  Information  shall  be  destroyed 
in  a  manner  described  herein  whenever 
the  operational  or  historical  need  for  the 
particular  classified  information  ceases 
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to  exist.  Every  effort  shall  be  made  to 
destroy  Natkmal  Security  Information 
as  soon  as  practical  for  two  basic 
reasons: 

(a)  Fkst,  the  longer  large  volumes  of 
National  Security  Information  are 
existent,  the  greater  the  potential  for 
compromise. 

(b)  Second,  the  physical  and 
document  security  requirements 
involving  National  Security  Information 
are  expensive  to  fulfill  and  maintain. 

The  smaller  the  amount  of  National 
Security  Information  in  existence  within 
the  Department,  the  fewer  storage 
containers  and  security  areas  are 
required  and  the  smaller  the  budgetary 
allotment  must  be  allocated  by  the 
Department  to  fulfill  security 
requirements. 

§  17.132  Record  material. 

Documentary  record  material  made  by 
an  Ofiice,  Board,  Division  or  Bureau  of 
the  Department  in  connection  with  the 
transaction  of  public  business,  and 
preserved  as  evidence  of  the 
organization,  functions,  policies, 
operations,  decisions,  procedures,  or 
other  activities  of  any  Department  or 
Agency  of  the  government,  may  be 
disposed  of  or  destroyed  only  in 
accordance  with  Department  Order 
2710.3,  Chapter  4. 

§  17.133  Nonrecord  material 

Nonrecord  material  containing 
classified  information  (including 
shorthand  notes,  used  carbon  paper, 
one-time  typewriter  ribbons,  preliminary 
drafts,  plates,  records  and  tapes, 
stencils,  negatives,  and  the  like,  and 
wastage  incidental  thereto]  shall  be 
destroyed,  in  accordance  with  this 
Subpart,  as  soon  as  it  has  served  its 
purpose.  Prior  to  destruction,  this 
material  must  be  protected  in  a  manner 
to  prevent  unauthorized  disclosure  of 
the  information  in  accordance  with  the 
safeguarding  procedures  contained  in 
this  regulation. 

§  17.134  Methods  of  destruction. 

Top  Secret,  Secret  and  Confidential 
classified  information  and  material 
(record  and  nonrecord]  shall  be 
destroyed  in  the  presence  of  an 
appropriately  cleared  official  by 
burning,  melting,  chemical 
decomposition,  pulping,  pulverizing, 
shredding  or  other  mutilation  sufficient 
to  preclude  recognition  or  reconstruction 
of  the  classified  information. 

§  17.135  Records  of  destruction. 

(a]  Records  of  destruction  are 
required  for  Top  Secret  and  Secret 
information  and  shall  be  dated  and 
signed  by  two  officials  (destruction  and 


witnessing  officials]  witnessing  actual 
destruction.  If  destruction  is 
accomplished  by  an  approved  central 
disposal  system,  the  destruction  record 
shall  be  signed  by  the  witn^sing 
officials  at  the  time  the  material  is 
delivered  at  the  facility.  Records  of 
destruction  shall  be  maintained  for  a 
minimum  of  two  years  after  which  they 
may  be  destroyed.  Such  records  shall 
contain  the  identification  of  the 
document(s]  destroyed,  the  method  of 
destruction  used,  the  time  and  place  of 
destruction,  the  reason  for  destruction, 
and  the  name  of  the  destroying  official 
and  witness. 

(b]  The  Security  Programs  Manager, 
his  appointed  Seciurity  Officer(s]  when 
appropriate.  Top  Secret  Control  Officers 
or  their  alternates,  or  custodians  of 
classified  information,  are  authorized  to 
destroy  National  Secimty  Information. 
An  additional  person,  who  possesses  a 
security  clearance  at  the  same  or  higher 
level  than  the  classification  of  the 
material  being  destroyed,  shall  witness 
the  destruction  thereof.  The  destruction 
officials  shall  be  trained  in  the  operation 
of  the  equipment  being  used  for 
destruction  and  shall  assure  that 
destruction  is  accomplished  in 
accordance  with  provisions  of  this 
Subpart. 

Subpart  I— Special  Access  Programs 

§17.136  Policy. 

It  is  the  policy  of  the  Department  to 
utilize  the  standard  classification 
categories  and  the  applicable  sections  of 
Executive  Order  No.  12065  and  its 
implementing  Information  Security 
Oversight  Office  Directive  to  limit 
access  to  classified  information  on  a 
“need-to-know”  basis  to  personnel  who 
have  been  determined  to  be  trustworthy. 
It  is  the  further  policy  to  apply  the 
"need-to-know”  principle  so  that  there 
will  be  no  need  by  the  Department  to 
resort  to  formal  special  access  programs 
which  further  restrict  access  to 
classified  information.  However,  special 
access  programs  may  be  created  or 
continued  on  a  specific  showing  that: 

(a]  Normal  management  and 
safeguarding  procedures  are  not 
sufficient  to  limit  “need-to-know”  or 
access; 

(b]  The  number  of  persons  who  will 
need  access  will  be  reasonably  small 
and  commensurate  with  the  objective  of 
providing  extra  protection  for  the 
information  involved;  and 

(c]  The  special  access  controls 
balance  the  need  to  protect  the 
information  against  the  full  spectrum  of 
need  to  use  the  information. 


§  17.137  Authority  for  eetabNsMng  special 
access  programs. 

The  Attorney  General  or  the  Assistant 
Attorney  General  for  Administration 
may  establish  special  access  programs 
to  control  access  to,  distribution  and 
protection  of,  particularly  sensitive 
information,  originated  within  the 
Department  and  classified  pursuant  to 
Executive  Order  No.  12065.  Such 
establishment  shall  be  in  writing. 
However,  special  access  programs 
involving  intelligence  sources  and 
methods,  such  as  the  Sensitive 
Compartmented  Information  Program, 
may  be  established  only  by  the  Director 
of  Central  Intelligence. 

§  17.138  Requesting  the  establishnient  or 
renewal  of  special  access  programs. 

(a]  Special  access  program  requests 
shall  be  in  writing  and  shall  contain  the 
information  specified  in  §  17.139,  below. 
Such  requests  shall  be  from  the  head  of 
the  Office,  Board,  Division  or  Bureau 
concerned  and  addressed  to  the 
Assistant  Attorney  General  for 
Administration  through  the  Department 
Security  Officer.  After  a  decision  has 
been  made  concerning  approval/ 
disapproval,  the  original  copy  shall  be 
maintained  for  records  purposes  by  the 
Department  Security  Officer. 

(b]  Special  access  programs  approved 
within  the  Department  are  required  to 
be  reviewed  regularly  (at  least  annually) 
by  the  Office,  Board,  Ehvision  or  Bureau 
concerned  and  by  the  Department 
Security  Officer.  All  special  access 
programs  established  within  the 
Department  shall  terminate 
automatically  every  five  years  unless 
renewed  in  accordance  with  the 
procedures  established  in  §  17.140. 

§  17.139  Information  required  in  requests 
for  special  access  programs. 

Each  special  access  program  request, 
whether  for  establishment  or  renewal, 
shall  contain  the  following  information: 

(a]  Office,  Board,  Division  or  Bureau 
concerned  (including  subunit], 

(b]  Unclassified  name  or  short  title  of 
the  program, 

(c]  Relationship,  if  any,  to  other 
special  access  programs  within  the 
Department  or  other  departments, 

(d]  Rationale  and  justification  for 
establishment  of  a  special  access 
program,  including  the  reason(s]  why 
normal  management  and  safeguarding 
procedures  for  classified  information  are 
inadequate, 

(e]  Estimated  number  of  persons  to  be 
granted  special  access  within  the 
Department,  in  other  departments,  and 
outside  the  Executive  Branch  or  United 
States  Govenunent, 
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(f)  All  instructions  pertaining  to  the 
program  security  requirements 
including,  but  not  limited  to,  those 
governing  access  to  program 
information. 

S  17.140  Review,  continuation  and 
accounting  for  special  access  programs. 

(a)  Within  180  days  after  the  effective 
date  of  this  regulation,  the  Department 
Security  Officer  shall  review  all  existing 
special  access  programs.  Such  programs 
shall  be  continued  only  in  accordance 
with  the  procedures  specified  in  §  17.138 
and  S  17.139. 

(b)  The  Department  Security  Officer 
shall  account  for  and  maintain  a  listing 
of,  those  special  access  programs 
requested  and  approved  by  the  Attorney 
General.  The  Director.  Information 
Security  Oversight  Office  shall  have 
non-delegable  access  to  all  such 
accountings. 

Subpart  J— Executive  Branch 
Oversight  and  Poiicy  Direction 

§  17.141  National  Security  Council. 

Pursuant  to  the  provisions  of 
Executive  Order  No.  12065,  the  National 
Security  Council  may  review  all  matters 
with  respect  to  its  implementation  and 
shall  provide  overall  policy  direction  for 
the  Information  Security  Program. 

§  17.142  Administrator  of  General 
Services. 

The  Administrator  of  General 
Services  is  responsible  for  implementing 
and  monitoring  the  Information  Security 
Program  established  pursuant  to 
Executive  Order  No.  12065.  In 
accordance  with  the  Order,  this 
responsibility  has  been  delegated  to  the 
Information  Security  Oversight  Office. 

§  17.143  Information  Security  Oversight 
Office. 

(a)  Composition.  The  Information 
Security  Oversight  Office  has  a  full  time 
Director  appointed  by  the  Administrator 
of  General  Services  with  approval  of  the 
President.  The  Director  is  supported  by 
a  stafi  appointed  by  the  Administrator 
of  General  Services. 

(b)  Functions.  The  Director  of  the 
Information  Security  Oversight  Office  is 
charged  with  the  following  principal 
functions  that  pertain  to  the  Department 

(1)  Oversee  Department  actions  to 
ensure  compliance  with  Executive  Order 
No.  12065  and  implementing  Directives 
and  this  regulation; 

(2)  Consider  and  take  action  on 
complaints  and  suggestions  from 
persons  within  or  outside  the 
Government  with  respect  to  the 
administration  of  the  Information 
Security  Program,  including  appeals 


from  decisions  on  declassification 
requests; 

(3)  Report  armually  to  the  President 
through  the  Administrator  of  General 
Services  and  the  National  Security 
Council  on  the  implementation  of 
Executive  Order  No.  12065; 

(4)  Review  all  Department 
implementing  regulations  and  agency 
guidelines  for  systematic 
declassification  review.  The  Director 
shall  require  any  regulation  or  guideline 
to  be  changed  if  it  is  not  consistent  with 
this  regulation  or  implementing 
directives.  Any  such  decision  by  the 
Director  may  be  appealed  to  the 
National  Security  Council.  The 
Department  regulation  or  guideline  shall 
remain  in  effect  until  the  appeal  is 
decided  or  until  one  year  ^m  the  date 
of  the  Director's  decision,  whichever 
occurs  first! 

(5)  Conduct  on-site  reviews  of  the 
Department  Information  Security 
Program  and  to  require  of  the 
Department  such  reports,  information,  • 
and  other  cooperation  as  necessary  to 
fulfill  his  responsibilities.  If  such  reports, 
inspection,  or  access  to  specific 
categories  of  classified  information 
would  pose  an  exceptional  national 
security  risk,  the  Attorney  General  may 
deny  access.  The  Director  may  appeal 
denials  to  the  National  Security  Council. 
The  denial  of  access  shall  remain  in 
efiect  until  the  appeal  is  decided  or  until 
one  year  from  the  date  of  the  denial, 
whichever  occurs  first 

(6)  Require  that  Department 
information  classified  in  violation  of 
Executive  Order  No.  12065  be 
declassified. 

(c)  Coordination.  Security  Programs 
Managers  of  the  Offices,  Boards, 
Divisions  and  Bureaus  shall  ensure  that 
any  requirements  levied  directly  on  their 
organizations  by  the  Information 
Security  Oversight  Office  are  brought  to 
the  attention  of  the  Department  Security 
Officer. 

§  17.144  Interagency  Information  Security 
Committee. 

Pursuant  to  Executive  Order  No. 

12065,  an  Interagency  Information 
Security  Committee  has  been 
established.  It  is  chaired  by  the  Director 
of  the  Information  Security  Oversight 
Office  and  is  comprised  of 
representatives  of  the  Secretaries  of 
State,  Defense,  Treasury,  and  Energy, 
the  Attorney  General,  the  Director  of 
Central  Intelligence,  die  National 
Security  Council,  the  Domestic  Policy 
Staff,  and  the  Archivist  of  the  United 
States.  Representatives  of  other 
agencies  may  be  invited  to  meet  with 
the  Committee  on  matters  of  particular 
interest  to  those  agencies.  The 


Committee  shall  meet  at  the  call  of  the 
Chairperson  or  at  the  request  of  a 
member  agency  and  shall  advise  the 
Chairperson  on  implementation  of 
Executive  Order  No.  12065.  The  Deputy 
Assistant  Attorney  General,  Office  of 
Legal  Counsel,  or  a  designee,  is  the 
representative  of  the  Attorney  General 
on  the  Committee. 

Subpart  K-~Departinent  of  Justice 
Security  Responsibilities 

§  17.145  General  responsibilities  and 
duties. 

It  shall  be  the  responsibility  and  duty 
of  each  officer  and  employee  of  the 
Department  having  knowledge  of 
classified  information  or  material 
relating  to  the  national  security  no 
matter  how  much  knowledge  was 
obtained  to  familiarize  himself  with,  and 
adhere  to  the  provisions  of  this 
regulation  concerning  National  Security 
Information  and  material.  It  shall  be  the 
responsibility  of  the  Department 
Security  Officer  to  establish  an  . 
orientation  program  throughout  the 
Department  for  the  instruction  and 
familiarization  of  employees  with  the 
provisions  of  this  regulation.  Such 
program  shall  initially  emphasize  the 
changes  in  the  rules  governing 
classification,  declassification,  and 
protection  of  National  Security 
Information  and  material  resulting  from  . 
Executive  Order  No.  12065,  the 
Information  Security  Oversight  Office's 
implementing  directive  and  this 
regulation.  In  addition,  the  Department 
Security  Officer  shall  establish  a 
continuing  program  for  the  instruction  of 
employees  regarding  National  Security 
Information  and  the  provisions  of  this 
regulation. 

§  17.146  The  Attorney  General. 

The  Attorney  General,  upon  request 
by  the  head  of  an  agency  or  his  duly 
designated  representative,  shall 
personally  or  through  authorized 
representatives  of  ffie  Department 
render  an  interpretation  of  Executive 
Order  No.  12065,  its  implementing 
directive  or  this  regulation  with  respect 
to  any  question  arising  in  the  course  of 
its  administration. 

§  17.147  Assistant  Attorney  General  for 
Administration. 

The  Assistant  Attorney  General  for 
Administration  is  the  senior  Department 
official  having  authority  and 
reponsibility  to  ensure  effective  and 
uniform  compliance  with 
implementation  of  Executive  Order  No. 
12065  and  Information  Security 
Oversight  Office  Directive  No.  1.  As 
such,  the  Assistant  Attorney  General  for 
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Administration  has  delegated  primary 
responsibility  for  providing  guidance, 
oversight,  developing  policy  and 
procedures  governing  the  Department 
Information  security  Program  to  the 
Department  Security  Officer. 

§  17.148  Department  Review  Committee. 

(a)  The  Department  Review 
Committee  is  hereby  established  and  is 
responsible  for  the  following  functions; 

(1)  To  resolve  all  issues  concerning 
implementation  and  administration  of 
Executive  Order  No.  12065,  Information 
Security  Oversight  Office  Directive  No. 

1  concerning  National  Security 
Information  and  this  regulation, 
including  those  issues  concerning 
overclassification,  failure  to  declassify, 
delays  in  declassification  not  otherwise 
resolved  (the  compromise  of  National 
Seciulty  Information  excepted). 

(2)  To  review  all  appeals  of  requests 
for  records  imder  the  provisions  of 
Mandatory  Review  for  DeclassiHcation 
(Section  3-5,  Executive  Order  No.  12065) 
and  under  the  Freedom  of  Information 
Act  (Title  5  U.S.C.,  Section  552)  when 
the  proposed  denial  is  based  on  their 
continued  classification  under  Executive 
Order  No.  12065. 

(3)  To  recommend  to  the  Attorney 
General  appropriate  administrative 
sanctions  to  correct  abuse  or  violation 
of  any  provision  of  Executive  Order  No. 
12065,  the  Information  Security 
Oversight  Office  Directive,  or  this 
regulation  (the  compromise  of  National 
Security  Information  excepted). 

(4)  To  review,  on  appeal,  challenges  to 
classification  actions. 

(b)  The  voting  members  of  the 
Department  Review  Committee  shall 
consist  of  a  senior  representative  from 
each  of  the  following  elements  within 
the  Department: 

(1)  Office  of  Legal  Counsel 
(Chairman); 

(2)  Criminal  Division; 

(3)  Office  of  the  Deputy  Attorney 
General; 

(4)  Federal  Bureau  of  Investigation; 

(5)  Justice  Management  Division. 

(c)  The  head  of  each  component  listed 
above  will  designate  a  voting  member 
and  an  alternate  in  writing  to  the 
Chairman  of  the  Department  Review 
Committee. 

(d)  The  Office  of  Privacy  and 
Information  Appeals,  Office  of  the 
Associate  Attorney  General,  shall 
provide  the  necessary  administrative 
staff  in  support  of  the  Department 
Review  Committee. 

§  17.149  The  Office  of  Professronal 
Responsibility. 

The  Office  of  Professional 
Responsibility  shall  investigate,  or  cause 


to  be  investigated,  all  suspected  or 
known  security  violations  or 
compromises  of  National  Security 
Information  detected  within  the 
Department  or  involving  Department 
classified  information,  and  shall  make 
appropriate  recommendations  to  the 
Attorney  General  concerning 
administrative  and  criminal  sanctions. 

§  17.150  The  Department  Security  Officer. 

(a)  There  shall  be  a  Department 
Security  Officer,  and  such  assistants  as 
he  may  designate,  whose  duty  it  shall  be 
to  supervise  the  administration  of  these 
regulations.  Except  as  otherwise 
provided  in  this  regulation,  the 
Department  Security  Officer  shall  also 
carry  out  the  functions  and  exercise  the 
authority  of  the  Attorney  General  and 
the  Department  Review  Committee  in 
the  administration  of  this  regulation 
within  the  Department. 

(b)  As  provided  in  Paragraph  6.c.. 
Department  Order  2600.2A,  the 
Department  Security  Officer  is  also 
responsible  for  the  development, 
supervision,  and  administration  of 
Department  Security  Programs, 
including  the  promulgation  of 
Department-wide  policy  and  procedures 
and  auditing  for  compliance  with 
security  directives. 

§  17.151  Heads  of  offices,  boards, 
divisions  and  bureaus. 

Pursuant  to  Department  Order 
2600.2A,  the  beads  of  Offices,  Boards, 
Divisions  and  Bureaus  are  responsible 
for  effective  implementation  within  their 
respective  organizations  of  all 
Department  security  reg^dations  and 
programs  including  the  Department 
National  Security  Information  Program. 
Heads  of  Offices,  Boards,  Divisions  and 
Bureaus  or  their  Security  Programs 
Managers  shall  immediately  report  any 
violations  of  the  provisions  of  this  order 
to  the  Department  Security  Officer  and 
the  Office  of  Professional  Responsibility. 

§  17.152  Security  programs  managers. 

Pursuant  to  Paragraph  6.d., 
Department  Order  26CI0.2A,  the  Security 
Programs  Managers  possess  the 
delegated  responsibility  for  the 
management  and  coordination  of  the 
document  security  program  within  his/ 
her  organization.  In  such  a  capacity,  the 
Security  Programs  Managers  are 
responsible  for  the  implementation  and 
administration  of  the  Department’s 
Security  Program  €u:e  responsible  for 
observing,  eMorcing,  and  implementing 
security  regulations  or  procedures 
pertaining  to  the  classification, 
declassification,  safeguarding,  handling, 
and  storage  of  classified  National 
Security  Information.  Further,  Security 


Programs  Managers  are  responsible  for 
insuring  that  all  employees  are  given 
adequate  instructions  in  the  provisions 
of  Department  security  regulations  and 
procedures. 

§  17.153  Security  officers. 

Security  Officers  are  responsible  to 
their  appointing  authority  for 
implementation  and  administration  of 
the  Document  Security  Program  as 
delegated  and  assigned  in  accordance 
with  Paragraph  6.e.  of  Department  Order 
2600.2A. 

§17.154  Employees. 

The  responsibility  for  the  protection  of 
classified  information  rests  with  each 
employee  of  the  Department  having 
possession  of  such  information  or 
knowledge  of  such  information,  no 
matter  how  that  information  was 
obtained.  Each  employee  having  access 
to  classified  information  is  personally 
responsible  for  f€uniliarizing  himself 
wiffi  and  adhering  to  the  provisions  of 
this  regulation.  Further,  all  employees, 
upon  receipt  of  the  notification  of 
secmity  clearance  for  access  to 
classified  information,  shall  sign  a 
statement  that  they  understand  and 
shall  conform  to  the  provisions  herein. 

Subpart  L— Security  Violations  andi 
Administrative  Sanctions 

§  17.155  Violations  subject  to  sancboess. 

Officers  and  employees  of  the 
Department  are  subject  to  appropriate 
administrative  sancticms  Aey: 

(a)  Knowingly  and  wOtfully  dassify  or 
continue  the  dassification  of 
information  in  violation  of  Executive 
Order  No.  12065,  any  implementing 
directives  or  this  regulation; 

(b)  Knowingly,  willfully  and  without 
authorization  disdose  information 
classified  under  Executive  Order  No. 
12065  or  prior  orders  or  compromise 
classified  information  throu^ 
negligence;  or 

(c)  Knowingly  and  willfully  violate 
any  other  provision  of  Executive  Order 
No.  12065,  any  implementing  directives 
or  this  regulation. 

Sanctions  include  but  are  not  limited 
to  warning  notices,  reprimands, 
termination  of  classification  authority, 
suspension  or  termination  of  security 
clearance,  and  as  permitted  by  law, 
suspension  without  pay,  forfeiture  of 
pay,  removal  or  dismissal.  Sanctions 
will  be  imposed  upon  any  person 
subject  to  these  regulations  and 
responsible  for  a  violation  specified 
under  this  Subpart  as  determined  by  the 
appropriate  Department  offidal  upon 
recommendation  by  the  Office  of 
Professional  Responsibility.  In  cases 
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involving  the  compromise  of  classified 
information,  the  Attorney  General,  upon 
receiving  a  recommendation  from  the 
Office  of  Professional  Responsibility, 
shall  determine  and  impose  appropriate 
sanction. 

§  17.156  Reporting  security  violations. 

Any  person  subject  to  these 
regulations  who  suspects  or  has 
knowledge  of  a  violation  pursuant  to 
§  17.155  (including  the  known  or 
suspected  loss  or  compromise  of 
National  Security  Information)  shall 
promptly  report  and  confirm  in  writing 
the  circumstances  to  the  Security 
Programs  Manager  of  the  OfHce,  Board, 
Division  or  Bureau  concerned  or  to  that 
official’s  appropriate  representative.  The 
Security  Programs  Manager  shall  take 
the  following  action  forthwith: 

(a)  Prompt  notification  of  the  violation 
to  the  Department  Security  Officer  and 
the  Office  of  Professional  Responsibility, 
to  the  originating  office  and  any 
interested  department  or  agency,  if 
appropriate. 

(b)  The  submission  of  a  written  report 
to  the  Department  Security  Officer  and 
the  Office  of  Professional  Responsibility. 
Such  report  shall  include  the  date  the 
violation  occurred,  if  known;  the  date  of 
the  discovery  of  the  violation;  the 
specific  identiflcation  of  the  information 
involved  in  the  violation;  the  national 
security  classihcation  or  any  caveats 
regarding  the  information  involved;  the 
probability  of  loss  or  compromise;  an 
assessment  of  the  damage  incurred  h'om 
a  national  security  standpoint; 
corrective  measures  taken;  the  person(s) 
responsible  for  the  violation; 
recommended  administrative, 
disciplinary  or  legal  action  which  should 
be  taken.  The  written  report  should  be 
received  no  later  than  ten  working  days 
after  the  discovery  of  the  violation. 

§17.157  Corrective  action. 

The  Department  Security  Office  shall 
ensure  that  appropriate  and  prompt 
corrective  action  is  taken  whenever  a 
violation  of  §  17.155  occurs  or  repeated 
administrative  discrepancies  or 
repeated  disregard  of  requirements  of 
this  regulation  occurs.  The  Director, 
Information  Security  Oversight  Office 
and  the  Office  of  Professional 
Responsibility  shall  be  informed  by  the 
Department  Security  Officer,  as 
appropriate,  when  such  violations  occur. 

§  17.158  Administrative  Discrepancies. 

Repeated  administrative 
discrepancies  in  the  marking  and 
handling  of  classified  documents  and 
material  such  as  failure  to  show 
classification  authority,  failure  to  apply 
internal  classification  markings  and 


incorrect  computation  of  dates  for 
declassification,  or  other  repeated 
disregard  of  requirements  of  this 
regulation  that  are  determined  not  to 
constitute  a  violation  under  §  17.155, 
may  be  grounds  for  adverse 
administrative  action  including  warning, 
admonition,  reprimand  or  termination  of 
classiHcation  authority  as  determined 
appropriate  by  the  head  of  the  Office, 
Board.  Division  or  Bureau  concerned,  in 
accordance  with  applicable  policies  and 
procedures. 

Dated;  December  4. 1980. 

Benjamin  R.  Civiletti, 

Attorney  General. 
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